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It was one of those pictures which are so contrived that the eyes follow
you about when you move. BIG BROTHER IS WATCHING YOU, the
caption beneath it ran.

George Orwell!

I. INTRODUCTION

If you have visited the city of Detroit in the past few years, there is a
strong likelihood that you noticed a bright, blinking green light atop the
signs and front entrances of gas stations, storefronts, and other businesses.?
From dusk until dawn, these flashing lights illuminate streets,
intersections, and alleyways across the city.® If you did not notice them,
you might be troubled to learn that they still may have noticed you.

Project Green Light (PGL) is an initiative led by the Detroit Police
Department and local businesses branded as an effort to combat crime in
the city.* While crime-stopping efforts are not uncommon in major cities
across the United States, Project Green Light has drawn criticism since its
inception due to the technology that it employs—namely, facial
recognition technology.’ The usage of facial recognition technology in
public spaces has given rise to various ethical, privacy, and constitutional
concerns.® Accordingly, Project Green Light may face challenges at the
legal, political, and grassroots levels as the program continues to grow.
This Note will explore the merits of these arguments.” Despite the
Supreme Court not yet considering whether facial recognition technology
constitutes a Fourth Amendment search, Project Green Light’s vast
network of cameras with facial recognition capabilities is best examined
by the mosaic theory.® As such, PGL should fall under a similar holding
to United States v. Carpenter and those of lower courts from other
jurisdictions.’ Additionally, civil law claims may lead to the program’s

1. GEORGE ORWELL, 1984 3 (1949).

2. Project Green Light Detroit, CITY OF DETROIT, https://detroitmi.gov/departments/
police-department/project-green-light-detroit [https://perma.cc/M6N9-3AFP].

3. Id.

4. Id.

5. Dana Afana, Detroit to Boost Surveillance Transparency but Skeptics Remain, DET.
FREE PRESS (May 29, 2021), https://www.freep.com/story/news/2021/05/29/
detroiters-feedback-facial-recognition-surveillance/7486598002/ [https://perma.cc/C6EQ-
FBEA].

6. See, e.g.,id.

7. See infra Part 111

8. See infra Part T1ILA.

9. See Carpenter v. United States, 585 U.S. 296 (2018); see also United States v.
Tuggle, 4 F.4th 505 (7th Cir. 2021), cert. denied, 142 S. Ct. 1106 (2022); Commonwealth
v. McCarthy, 484 Mass. 493 (2020).
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costs outweighing its benefits, and local judges or magistrates may elect
to limit the admissibility of Green Light identification in court
proceedings.!® In the absence of judicial or constitutional protection, the
Michigan Legislature can enact laws aimed at limiting the breadth of
Project Green Light.!! Finally, local grassroots resistance movements may
help to inform Detroit City Council in deciding whether to expand or scale
back the program.'?

II. BACKGROUND
A. The Emergence of Detroit’s Project Green Light

Detroit’s Project Green Light was unveiled on January 1, 2016,
beginning as a small-scale initiative between the Detroit Police
Department (DPD) and eight gas stations in the city.!* At these eight
locations, DPD installed cameras (along with blinking green lights) with
real-time connections to police headquarters as a means of “crime-
fighting” and “community policing.”'* The City highlighted the following
goals when implementing the program: improving neighborhood safety,
promoting revitalization and growth of local businesses, and bolstering
DPD’s efforts at deterring, identifying, and solving crime.'> Since 2016,
the program has grown exponentially.'®

By the end of 2017, the number of businesses participating in Project
Green Light grew from eight to 200.!7 That number more than doubled by
the end of 2018, reaching 415.% After 2019, the number grew to 596.!° In
2020, the number reached 669, and then 755 by 2021.2° Most recently, as
of October 25, 2022, 837 businesses were participating in Detroit’s Project
Green Light.?!

10. See infra Part 111.B-C.

11. See infra Part I11.D.

12. Id.

13. Project Green Light Detroit, supra note 2.

14. Id.

15. Id.

16. Melissa Mason & Laura Herberg, What Are Those Flashing Green Lights Doing
on Detroit’s Businesses? [MAP, CHART], WDET (Dec. 22, 2017), https://wdet.org/2017/
12/22/what-are-those-flashing-green-lights-doing-on-detroit-businesses-map-chart/
[https://perma.cc/7KVQ-GKQC].

17. Id.

18. Telephone Interview with Project Green Light Detroit representative (Oct. 25,
2022).

19. Id.

20. Id.

21. Id.
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The types of businesses involved in PGL also expanded significantly
since 2016.%2 Beginning with gas stations, the project quickly expanded to
liquor stores, pawn shops, banks, restaurants, grocery stores, clubs, and
other commercial entities.”* The City of Detroit’s map of participating
locations shows that Project Green Light now includes churches,
community centers, health clinics, apartment buildings, and schools.*

Joining Project Green Light is expensive.”® In order to install the
necessary equipment, a business must pay between $500 and $1,700,
depending on the vendor selected.”® Each participating business must
purchase at least four cameras.?’” Maintaining the equipment presents even
greater costs: a lease plan for the equipment ranges from $140 to $180 per
month, while purchasing the equipment outright costs between $2,800 and
$3,200.* A business must also pay for signage, ranging from $450 to
$650, and a bright, blinking green light that costs between $450 and
$500.% While costs of joining Project Green Light are clearly published
on PGL’s website, the website fails to mention the specific technology
utilized by the program.*

B. Facial Recognition Technology in Project Green Light

Project Green Light uses a variety of intelligence methods that enable
the Detroit Police Department to view live camera feeds in real time at
their headquarters.®! The City’s website does not describe the technology
with any specificity and fails to even mention facial recognition.*? This
may be because, technically, facial recognition is not a direct feature of
Project Green Light cameras, as PGL cameras do not come with the

22. Project Green Light Map, CITY OF DETROIT, https://detroitmi.gov/webapp/project-
green-light-map [https://perma.cc/TLE4-YRLE].

23. Id.

24. Id.

25. Costs to Get Involved, CITY OF DETROIT, https://detroitmi.gov/departments/police-
department/project-green-light-detroit/costs-get-involved [https://perma.cc/4ACQF-RVT3].

26. Id.

27. Evrod Cassimy, Inside Detroit’s Real-Time Crime Center: How Detroit Police Use
Technology to Fight Crime, CLICKONDETROIT (July 1, 2022), https://www.clickondetroit.
com/news/local/2022/07/01/inside-detroits-real-time-crime-center-how-detroit-police-
use-technology-to-fight-crime/ [https://perma.cc/BT7S-6BD2].

28. Costs to Get Involved, supra note 25.

29. Id.

30. Id.

31. Project Green Light Detroit, supra note 2.

32. Id.
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technology built-in.>* However, this is not to say that the program does not
employ facial recognition technology.

Within a year of the program’s implementation, the Detroit Police
Department entered into a multi-year, million-dollar contract with
DataWorks Plus LLC—a private tech corporation that specializes in
“cutting edge software and hardware for law enforcement and other
agencies.”* The contract equipped Green Light camera feeds with facial
recognition software, and specifically provided for the use, support, and
maintenance of the technology.*® Under the contract, DPD acquired
“FACE Watch Plus real-time video surveillance” software from
DataWorks Plus, which “provides continuous screening and monitoring of
live video streams.”¢

Live video footage from Green Light businesses streams to DPD’s
Real Time Crime Center, which has its own staff to monitor and analyze
feeds around the clock—a 24-hour, seven-days-a-week operation.?” The
system operates on hundreds of concurrent video feeds from Green Light
cameras located across the city.®® In July of 2022, a total of 802 Green
Light partners operated 4,338 cameras. *° Green Light staff members have
access to these streams for monitoring every second of every day, while
also possessing the ability to retroactively track individuals seen on
cameras from days prior.*

DataWorks Plus’ software compares unknown faces from the live
video feeds to Detroit’s database of over 500,000 mugshot photos, as well
as Michigan’s Statewide Network of Agency Photos, which includes the
driver’s license photos of Michiganders.*' The faces captured in the video
footage are then matched to faces in the databases, allowing DPD to make

33. David Leins, Tracked and Traced: Does Project Green Light in Detroit Reduce
Crime?, PULITZER CTR. (Feb. 8, 2022), https://pulitzercenter.org/stories/tracked-and-
traced-does-project-green-light-detroit-reduce-crime [https://perma.cc/Z8SP-JIMNIJ].

34. George Hunter, Project Green Light to Add Facial Recognition Software, DET.
NEws  (Oct. 30, 2017), https://www.detroitnews.com/story/news/local/detroit-
city/2017/10/30/detroit-police-facial-recognition-software/107166498/
[https://perma.cc/3CST-MCUG6]; About Us, DATAWORKS PLUS, https://www.dataworks
plus.com/about.html [https://perma.cc/STOE-7GAS].

35. Id.

36. Claire Garvie & Laura M. Moy, America Under Watch: Face Surveillance in the
United States, GEORGETOWN L. CTR. ON Priv. & TEcH. (May 16, 2019),
https://www.americaunderwatch.com [https://perma.cc/AR7P-5UKF].

37. Cassimy, supra note 27.

38. Id.

39. Id.

40. Id.

41. Garvie & Moy, supra note 36.



828 WAYNE LAW REVIEW [Vol. 69:823

identifications.*> The most commonly held concerns about Project Green
Light are centered on the accuracy of this identification process.*

C. Racial Recognition

The U.S. Government Accountability Office defines facial recognition
technology as that which can perform the following functions: (1)
detecting a face in an image; (2) estimating personal characteristics like
age, race, and gender; (3) verifying identity; and (4) identifying an
individual by matching an image of an unknown person to a gallery of
known people.* The technology has also become increasingly widespread
over the past few decades.* In 2021, one report estimated that over one
billion cameras exist worldwide, many of which can be easily augmented
to perform facial recognition processes.*®

Generally, the facial recognition process goes as follows. An
algorithm first converts images of human faces—a probe photo—to a
numerical code called a “faceprint.”*’” The algorithm then analyzes various
facial features to assign an identifying number to the faceprint.* From
here, the algorithm matches that number against a database of photos to
generate a probability that the probe photo matches a given person in the
database.” As the database of images for the probe photo comparison
grows, the precision of the matching process improves.*°

However, studies have shown that the accuracy of this matching
process differs depending on an individual’s racial identity.’! According
to a 2019 federal study from the National Institute of Standards and
Technology, which examined nearly 200 algorithms from ninety-nine

42. Id.

43. Id.

44. U.S. GOV’T ACCOUNTABILITY OFFICE, GAO-15-621, FACIAL RECOGNITION
TECHNOLOGY: COMMERCIAL USES, PRIVACY ISSUES, AND APPLICABLE FEDERAL LAW 4
(July 30, 2015), https://www.gao.gov/assets/gao-15-621.pdf.

45. Shikun Zhang, Yuanyuan Feng, & Norman Sadeh, Facial Recognition:
Understanding Privacy Concerns and Attitudes Across Increasingly Diverse Deployment
Scenarios, in SEVENTEENTH SYMPOSIUM ON USABLE PRIVACY AND SECURITY 243 (2021).

46. Id.

47. Matthew E. Cavanaugh, Somebody’s Tracking Me: Applying Use Restrictions to
Facial Recognition Tracking, 105 MINN. L. REV. 2443, 2447 (2021).

48. Id.

49. Id.

50. Id. at 2448.

51. Drew Harwell, Federal Study Confirms Racial Bias of Many Facial-Recognition
Systems, Casts Doubt on Their Expanding Use, WASH. PosT (Dec. 19, 2019),
https://www.washingtonpost.com/technology/2019/12/19/federal-study-confirms-racial-
bias-many-facial-recognition-systems-casts-doubt-their-expanding-use/
[https://perma.cc/ZYP8-ZGFG].
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different companies and academic institutions, facial recognition
technologies misidentified people of color more often than white people.™
More specifically, there were higher rates of false identifications—up to
100 times—for Asian or Black faces compared to white faces.>® The study
also found that similar types of searches used by police investigators
falsely identified Black women more often than any other demographic
group.** The demographic group with the highest accuracy rates was
middle-aged white men.>

Another study found similar identification discrepancies between
demographic groups in Microsoft’s, Face++’s, and IBM’s facial
recognition technologies.’® Across complexions, IBM fared the worst,
garnering 19.2% poorer accuracy for darker-skinned subjects than lighter-
skinned subjects.>” Microsoft’s error differentiation rate was 12.2% worse
for darker-skinned subjects, and Face++’s rate was 11.8% worse.’®
Ultimately, the greatest differentiation rates came when intertwining race
with gender.* In Microsoft’s system, darker-skinned females had a 20.8%
worse accuracy rate than lighter-skinned females.®® Of the faces
misgendered by Microsoft’s system, 93.6% were darker-skinned
subjects.®! In Face++’s system, the differentiation rate between darker-
and lighter-skinned females was 33.8%.% IBM’s system only accurately
identified darker-skinned females 65.3% of the time—faring 34.4% worse
than it did when identifying lighter-skinned females.®* IBM’s system also
misidentified darker-skinned males nearly 12% more often than lighter-
skinned males.®

52. 1d.; see also NIST Study Evaluates Effects of Race, Age, Sex on Face Recognition
Software, NAT’L INST. OF STANDARDS & TECH., (Dec. 19, 2019),
https://www.nist.gov/news-events/news/2019/12/nist-study-evaluates-effects-race-age-
sex-face-recognition-software [https://perma.cc/S4A6-6L4E].

53. Id.

54. Id.

55. Id.

56. Joy Buolamwini & Timnit Gebru, Gender Shades: Intersectional Accuracy
Disparities in Commercial Gender Classification, 81 PROC. MACH. LEARNING RSCH. 1
(2018).

57. Id. at 11.

58. Id. at 8.

59. Id. at 12.

60. Id. at 8.

61. Id.

62. Buolamwini & Gebru, supra note 56, at 8.

63. Id. at9.

64. Id. at 8.
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Rounding out the leaders in facial recognition technology, Amazon’s
Rekognition system yielded similar results.®® While the system flawlessly
predicted the gender of lighter-skinned men, researchers found
Rekognition to misgender darker-skinned women in 30% of their tests.
The American Civil Liberties Union (ACLU) also tested Amazon’s
Rekognition program in 2018 using members of Congress and a mugshot
database.” The ACLU found that the software misidentified people of
color at a significantly greater rate, mistaking twenty-eight members of
Congress for individuals who had been arrested.®® Following these studies,
researchers concluded that these systems strongly skew toward white
men.%’

The reason for these inaccuracies is that white men are
overrepresented in the databases of facial recognition operating systems. ™
When images with higher resolution of white men come in, computation
with greater accuracy for white men comes out.”! In contrast, data of Black
men and women tend to be inputted with lower image resolution, thus
lessening the software’s accuracy for these groups.” As a whole, studies
have shown facial recognition to produce more false positives and
misidentifications when applied to Black people.”

Given that facial recognition technology is less accurate in identifying
individuals with darker complexions, Project Green Light raises concerns
when considering Detroit’s demographic makeup.’ According to the 2022
U.S. Census, Detroit’s population is 77.9% Black, 7.8% Hispanic or
Latino, and only 12.9% white.”” Thus, the Detroit Police Department

65. Drew Harwell, Amazon Facial-Identification Sofiware Used by Police Falls Short
on Tests for Accuracy and Bias, New Research Finds, WASH. PosT (Jan. 25, 2019),
https://www.washingtonpost.com/technology/2019/01/25/amazon-facial-identification-
software-used-by-police-falls-short-tests-accuracy-bias-new-research-finds/
[https://perma.cc/L48X-6Z6S].

66. Id.

67. Id.

68. Id.

69. Id.

70. Eldar Haber, Racial Recognition, 43 CARDOZO L. REV. 71, 92 (2021).

71. Id.

72. Id.

73. 1d.; see generally Alex Najibi, Racial Discrimination in Face Recognition
Technology, HARVARD UNIV. (Oct. 24, 2020), https://sitn.hms.harvard.edu/flash/2020/
racial-discrimination-in-face-recognition-technology/ [https://perma.cc/9E4N-EFYM]
(highlighting various studies and data that exemplify facial recognition technology’s racial
discrepancies).

74. QuickFacts, U.S. CENSUS BUREAU, https://www.census.gov/quickfacts/
detroitcitymichigan [https://perma.cc/L958-H7MP].

75. Id.
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predominantly uses Project Green Light’s facial recognition technology to
surveil a population that the technology least accurately identifies.

D. Project Green Light’s Efficacy

Of course, the Detroit Police Department created Project Green Light
to combat crime—a race-neutral effort on its face.”® Detroit Police Chief
James White even reminded the public of this, stating, “[t]his isn’t Big
Brother, and we’re not covertly trying to monitor people. We’re not going
to use it to ID everyone who goes into our Green Light locations; it will
be strictly confined to investigating violent crimes.””” But has crime
decreased around Green Light locations across the city?

According to DPD, the answer is “yes.””® In the year following Project
Green Light’s implementation, carjackings decreased by 20% in the city.”
Additionally, former Detroit Police Chief James Craig cited an 11%
overall decrease in crime at the 200 Green Light locations in 2017.% It is
also worth noting that all crime in Detroit decreased by 7% from 2016 to
2017.8" In more recent years, however, as the number of Green Light
locations has increased, crime has not decreased as expected.® Instead, in
2020, violent crime increased in the city by over 10%, following similar
national trends over this period.® Murders and aggravated assaults rose
around 20% during this period, while robberies fell by 21.2%.%* These
trends ultimately earned Detroit the rank of the second most violent city
of over 100,000 people in the country based on 2020 census data.®

Similarly, a study conducted by Michigan State University failed to
find clear and consistent indications of crime reductions associated with
Green Light participation.®® In fact, the study found that Project Green

76. See Project Green Light Detroit, supra note 2.

77. Hunter, supra note 34.

78. Allie Gross, Does Detroit’s Project Green Light Really Make the City Safer?, DET.
FREE PRESS (Apr. 20, 2018), https://www.freep.com/story/news/local/michigan/
detroit/2018/04/20/project-green-light-detroit/509139002/ [https://perma.cc/4JKF-4JHV].

79. Id.

80. Id.

81. Id.

82. George Hunter & Hayley Harding, Detroit Remains Among Nation’s Most Violent
Big  Cities, FBI  Statistics  Show, DET. NEws (Sept. 27, 2021),
https://www.detroitnews.com/story/news/local/michigan/2021/09/27/detroit-most-
violent-big-us-cities-fbi-uniform-crime-report-2020/5883984001/
[https://perma.cc/KQM6-BIXS].

83. Id.

84. Id.

85. Id.

86. GIOVANNI CIRCO ET AL., PROJECT GREENLIGHT DETROIT: EVALUATION REPORT 2-3
(2020).
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Light participation correlated with an increase in criminal offenses at
participating locations.®” However, this trend could also be attributed to an
increased reporting of criminal activity from Green Light monitoring.®®
Ultimately, Michigan State researchers found that Project Green Light
contributed to the decreased frequency of a single crime—carjacking.®

Beyond statistics, many Detroiters fee/ safer when frequenting a
business with Green Light surveillance, and many business owners have
shared similar feelings with local news outlets.”® This thought process is
simple to understand: with police able to monitor any PGL camera at any
moment, many patrons will feel protected by this surveillance, as they
would if an officer were sitting in a squad car in the parking lot.”!
However, other Detroiters have stated that crime will occur regardless of
the cameras.”” Many feel that the millions of dollars that go into the
project’s maintenance and Real Time Crime Center—an operation costing
roughly $8 million in bond money—could be better spent on supporting
the community.”

Critics have also raised concerns about the program becoming too
big.** This “tipping point” will occur when DPD installs so many cameras
that it can no longer effectively monitor each one, which may soon become
the reality.”> Today, with over 800 Green Light businesses collectively
equipped with nearly 5000 cameras for the Detroit Police Department to
monitor, Project Green Light may be failing at crime prevention and
instead venturing into the sphere of tracking, thus implicating the Fourth
Amendment.*®

E. Legal Challenges to Public Facial Recognition

As facial recognition technology has become more commonly used in
police departments across the country, critics have advocated for a variety

87. Id.

88. Id.

89. Id.

90. Leins, supra note 33; see also Juleyka Lantigua-Williams, Using a Green Light to
Bring Crime to a Stop, ATLANTIC (May 19, 2016), https://www.theatlantic.com/
politics/archive/2016/05/project-green-light/483300/ [https://perma.cc/3DBY-YRAS].

91. Id.

92. See, e.g., Leins, supra note 33.

93. Gross, supra note 78.

94. Id.

95. Id.

96. Cassimy, supra note 27; see generally Daniel Weatherholt, Facing Carpenter:
Facial Recognition Technology and the Fourth Amendment, 56 TULSA L. REv. 339 (2021).
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of legal challenges to the technology.”” These challenges include the
Fourth Amendment, civil rights claims, and other judicial limitations on
the technology.”®

1. The Fourth Amendment

The Fourth Amendment to the United States Constitution states the
following:

The right of the people to be secure in their persons, houses,
papers, and effects, against unreasonable searches and seizures,
shall not be violated, and no Warrants shall issue, but upon
probable cause, supported by Oath or affirmation, and particularly
describing the place to be searched, and the persons or things to
be seized.”

Over the past century, U.S. Supreme Court precedent has clarified the
meaning of ‘“unreasonable searches” in light of developing
technologies.!®

Prior to 1967, the government could only violate an individual’s
Fourth Amendment rights by physical trespass.'”" However, the Court
reconsidered this precedent in the landmark case of Katz v. United States,
recognizing that technological advancements had made it possible to
conduct surveillance without physical trespass.!'®

In Katz, the defendant entered a public telephone booth, closed the
door, lifted the receiver, and proceeded to pay for a call.!®® Using a wiretap,
the government recorded this phone call and sought to include it as
evidence in its case against the defendant.!** Despite the defendant being
visible to the public while inside the telephone booth and the government
not trespassing in their wiretapping, the Court held that the defendant was
still entitled to Fourth Amendment protection because he sought to

97. Nicol Lee and Caitlin Chin, Police Surveillance and Facial Recognition: Why Data
Privacy is Imperative for Communities of Color, BROOKINGS (Apr. 12, 2022),
https://www.brookings.edu/research/police-surveillance-and-facial-recognition-why-data-
privacy-is-an-imperative-for-communities-of-color/ [https://perma.cc/B9D7-KDKS].

98. See infra Part I1.LE.1-3.

99. U.S. CONST. amend. IV.

100. See generally Katz v. United States, 389 U.S. 347, 351 (1967); Carpenter v. United
States, 585 U.S. 296 (2018).

101. See Olmstead v. United States, 277 U.S. 438 (1928), overruled by Berger v. State
of N.Y., 388 U.S. 41 (1967), and overruled by Katz v. United States, 389 U.S. 347 (1967).

102. Katz, 389 U.S. at 351.

103. Id. at 352.

104. d.
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exclude the “uninvited ear” from his conversation.'® The Court also held
that searches conducted without warrants are presumptively unlawful,
with only limited and well-established exceptions.'® Finally, the Court
noted that “what an individual seeks to preserve as private, even in an area
accessible to the public, may be constitutionally protected.”!%’

In his concurrence, Justice Harlan set forth a two-pronged test for
determining a reasonable expectation of privacy.!®® Under this test, an
individual’s expectation of privacy is legitimate if (1) the person has
exhibited an actual, subjective expectation of privacy, and (2) that
expectation is one that society recognizes as “reasonable.”'” Justice
Harlan’s Katz test has been adopted by the Court as a means of
determining the reasonableness of a governmental search in cases without
physical trespass.!'!?

a. The Mosaic Theory in the Supreme Court

In 2018, the Court updated its Fourth Amendment framework in
Carpenter v. United States.''! In Carpenter, the government obtained the
defendant’s cell-site location information (CSLI) from his wireless cell
carrier, allowing it to observe nearly 13,000 location points that mapped
the defendant’s movements over 127 days.''> The Court held that the
government violated the defendant’s rights under the Fourth Amendment
and accordingly found the cell-site location evidence to be inadmissible. '3

The Court cited three specific factors in reaching its decision: (1) “the
deeply revealing nature of CSLL” (2) “its depth, breadth, and
comprehensive reach,” and (3) “the inescapable and automatic nature of
its collection.”'!* In weighing these factors, the Court focused on CSLI’s
capability of tracking an individual’s movements:

Mapping a cell phone’s location over the course of 127 days
provides an all-encompassing record of the holder’s whereabouts.
As with GPS information, the time-stamped data provides an

105. Id.

106. Id. at 357.

107. Id. at 352.

108. Id. at 361 (Harlan, J., concurring).

109. d.

110. United States v. Jones, 565 U.S. 400, 409 (2012) (stating “the Katz reasonable-
expectation-of-privacy test has been added to, not substituted for, the common-law
trespassory test”); see also Smith v. Maryland, 442 U.S. 735 (1979).

111. Carpenter v. United States, 585 U.S. 296 (2018).

112. Id. at 302.

113. Id. at 320.

114. 1d.
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intimate window into a person’s life, revealing not only his
particular movements, but through them his “familial, political,
professional, religious, and sexual associations.”!!3

The Court, however, also specified that this was a narrow holding that
did not call into question “conventional” surveillance techniques and tools,
such as security cameras.!'!®

Many scholars have described the majority opinion in Carpenter as
endorsing the mosaic theory.!!” The mosaic theory, rather than examining
individual police actions, analyzes a “collective sequence of steps” over
time.!"® Under this theory, the aggregate actions of the police—the
mosaic—"“can count as a collective Fourth Amendment search even
though the individual steps” alone do not.'"” Despite implicitly utilizing
the theory in deciding Carpenter, the Supreme Court has not yet formally
adopted the mosaic theory.'?

While the Supreme Court’s Fourth Amendment precedent has never
directly addressed facial recognition technology, various scholars urge
that the technology should fall under Carpenter’s holding.'?! Their main
argument is that a network of cameras equipped with facial recognition
technology located around intersections and streets allows the government
to observe a specific individual’s movements—just as cell phone data
tracking did in Carpenter.'?* This is especially true when a city has a vast
array of cameras equipped with facial recognition capabilities.'?* While
passing under one camera may not reveal much about an individual’s daily
activity, many American cities—including Detroit—have hundreds of
cameras located in close proximity to each other, thus providing
potentially hundreds of data points revealing an individual’s
movements.'?* Scholars have further argued that this form of surveillance

115. Id. at 311 (quoting United States v. Jones, 565 U.S. 400, 415 (2012) (Sotomayor,
J., concurring)).

116. Id. at 298.

117. See United States v. Tuggle, 4 F.4th 505, 519 (7th Cir. 2021), cert. denied, 142 S.
Ct. 1106 (2022).

118. Orin S. Kerr, The Mosaic Theory of the Fourth Amendment, 111 MICH. L. REV. 311,
313 (2012).

119. 1d.

120. See, e.g., Tuggle, 4 F.4th at 520.

121. See Weatherholt, supra note 96; see also Jay Evans, Say Cheese: Facial
Recognition Technology in a Post-Carpenter World, SSRN (Feb. 21, 2021)
https://papers.ssrn.com/sol3/papers.cfm?abstract id=3777997  [https://perma.cc/SMC2-
GH2W].

122. Weatherholt, supra note 96, at 356.

123. Id. at 357.

124. Id.
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falls within Carpenter’s scope due to its deeply revealing nature,
comprehensive reach, and the inescapability of its collection.'*

b. The Mosaic Theory in Lower Courts

Despite not being bound by the Supreme Court of the United States to
utilize the mosaic theory, numerous lower courts across the country have
employed the theory in challenges under the Fourth Amendment.'?® In
United States v. Tuggle,'”’ the Seventh Circuit considered whether the
government’s warrantless pole camera surveillance of an individual’s
home for eighteen months constituted a Fourth Amendment search.'* The
court reasoned that, under the mosaic theory, a Fourth Amendment search
did not occur.'? According to the court, stationary cameras placed around
the defendant’s home “did not paint the type of exhaustive picture of his
every movement” as cell-site location information did in Carpenter.'*® The
pole cameras did not reveal where the defendant traveled, which
businesses he frequented, with whom he interacted, whose homes he
visited, or other “intimate details of his life.”"*! Instead, “[t]he cameras
only highlighted [the defendant’s] lack of movement, surveying only the
time he spent at home and thus not illuminating what occurred when he
moved from his home.”!*? Because of the immobility of the pole cameras,
the government did not gain an exhaustive record of the defendant’s
private routine.!'3

The court in Tuggle also cited the government’s inability to “travel
back in time to retrace [the defendant’s] whereabouts™ as a reason for its
holding.!** Because there were no retroactive capabilities to surveil the
defendant’s activities prior to installing the cameras, the government did
not tap into an expansive, pre-existing database of information—unlike
the CSLI data in Carpenter.'®> Additionally, the surveillance avoided the
“thorny questions presented by a pre-existing network of government
cameras,” as it only involved three cameras in total.'*®

125. Id. at 358.

126. See United States v. Tuggle, 4 F.4th 505 (7th Cir. 2021), cert. denied, 142 S. Ct.
1106 (2022); Commonwealth v. McCarthy, 484 Mass. 493 (2020).

127. Tuggle, 4 F.4th 505.

128. Id. at 510-11.

129. Id. at 526.

130. Id. at 524.

131. Id.

132. Id. (emphasis in original).

133. Id.

134. Id. at 525 (quoting Carpenter v. United States, 585 U.S. 296, 312 (2018)).

135. Id.

136. Id.
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In Commonwealth v. McCarthy, the Supreme Judicial Court of
Massachusetts considered whether law enforcement’s use of automatic
license plate readers (ALPRs) was unconstitutional under the Fourth
Amendment.'*” The court explicitly upheld its usage of the mosaic theory
in Fourth Amendment cases, stating that when new technologies
drastically expand police surveillance of public spaces, “both the United
States Supreme Court and this court have recognized a privacy interest in
the whole of one’s public movements.”'*® The court concluded that the
limited number of cameras—four cameras placed at two fixed locations—
did not constitute a search under the Fourth Amendment.'3* However, a
network of cameras would yield a different result.!*° A network of ALPRs
that surveils every residential side street, the court asserted, paints a much
more nuanced and invasive picture of a driver’s life and public movements
than a limited number of cameras.!*! With cameras in enough locations,
ALPRs “could implicate constitutional search protections by invading a
reasonable expectation of privacy in one’s real-time location.”'** A wide
array of ALPRs could allow law enforcement to observe someone’s
“precise, real-time location” any time the person drove their car.'®3
Because “driving is an indispensable part of modern life,” the court
compared a network of automatic license plate readers to the cell-site
location information at issue in Carpenter.'**

2. Civil Law Claims

In 2016, Michigan passed the Wrongful Imprisonment Compensation
Act.!® The Act allows individuals who have been wrongfully convicted
and imprisoned to bring an action for compensation against the state.'*¢ In
accordance with the Act, Michigan established a separate fund in the state
treasury to adequately compensate individuals who qualify.'#’

Project Green Light has led to the wrongful arrests of at least two
individuals.'*® In October of 2018, the Detroit Police Department falsely

137. Commonwealth v. McCarthy, 484 Mass. 493, 494 (2020).

138. Id. at 502.

139. Id. at 509.

140. Id. at 507.

141. Id. at 506.

142. Id. at 507.

143. Id.

144. Id.

145. MicH. Comp. LAWS ANN. § 691.1751 (2017).

146. Id. § 691.1753.

147. Id. § 691.1756.

148. Elisha Anderson, Controversial Detroit Facial Recognition Got Him Arrested for
a Crime He Didn’'t Commit, DET. FREg Press (July 10, 2020),
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identified Robert Williams, a Black man, as a suspect in a theft
investigation after using PGL’s facial recognition technology.!'®
Following his arrest, DPD held Williams for thirty hours at the Detroit
Detention Center.'>® Williams filed a lawsuit against the City of Detroit,
Police Chief James Craig, and a Detroit Police detective for being
wrongfully identified by the technology.!”! Williams® complaint sought
both damages and policy changes aimed at a complete cessation of the use
of facial recognition technology.'*?

In 2019, Project Green Light’s facial recognition technology
wrongfully identified another individual.'>® The technology identified
Michael Oliver, a twenty-five-year-old Black man, as an investigative lead
in a case about a man who damaged a teacher’s cell phone.'>* After the
teacher identified Oliver as the perpetrator in a photo lineup, Wayne
County prosecutors charged Oliver with a felony count of larceny.'5
Oliver’s attorney immediately noticed that DPD had identified the wrong
person, as hair style, skin type, and tattoos differed significantly between
Oliver and the man captured on Green Light footage.'*® Fortunately, the
Wayne County Assistant Prosecutor dismissed the case after recognizing
the misidentification.'%’

Following these widely publicized incidents, DPD stated that there
would be stricter rules on when and how it could use facial recognition
software.'>® Because Williams filed his civil suit recently, details of the
case are not publicly available. Additionally, it is unknown how many
cases alleging wrongful convictions from PGL technology are currently
pending.

https://www.freep.com/story/news/local/michigan/detroit/2020/07/10/facial-recognition-
detroit-michael-oliver-robert-williams/5392166002/ [https://perma.cc/3W7L-9X4S].

149. Miriam Marini, Farmington Hills Man Sues Detroit Police After Facial
Recognition Wrongly Identifies Him, DET. FREE PRESS (Apr. 13, 2021),
https://www.freep.com/story/news/local/michigan/2021/04/13/detroit-police-wrongful-
arrest-faulty-facial-recognition/7207135002/ [https://perma.cc/N6 TE-Z4T9].
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152. Id.

153. Anderson, supra note 148.
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157. Id.
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3. Judicial Limitations

In other parts of the country, courts have limited facial recognition
technology’s applicability in the context of criminal prosecutions.'> In
People v. Reyes, a New York case, a defendant charged with burglary
moved to exclude testimony based on facial recognition software.'*® While
the court denied the defendant’s motion, it maintained that facial
recognition technology was not “sufficiently reliable to be used in court as
identification evidence.”!®! Instead, it held that the technology could only
be used along with other scientific and near-scientific tools in identifying
suspects, as it did not produce results admissible at trial.'®?

As of this writing, there are no published opinions of Wayne County
judges reaching similar holdings regarding the admissibility of facial
recognition technology as identification evidence. However, there is no
statute or case law that would prevent a Michigan court from reaching a
similar holding to Reyes, thereby limiting the utility of the technology in
prosecutorial proceedings.

Courts across the country have taken special precautions to address
the reliability of eyewitness identification evidence in trials, such as in
State v. Guilbert.'®® In this case, the Supreme Court of Connecticut
acknowledged various issues inherent in eyewitness testimony, including
memory diminishment over time, effects of stress, and weak correlations
between confidence and accuracy.!®* To combat these factors, the court
held that experts may rebut eyewitness testimony at trial by highlighting
reliability issues that are relevant to the specific identification in the case
at hand.'®

F. Legislative and Political Action
Because the Detroit City Council enacted and approved of Project

Green Light, there is an inherently democratic aspect to the Detroit Police
Department’s use of facial recognition technology.'®® Other states and

159. See, e.g., People v. Reyes, 133 N.Y.S.3d 433 (N.Y. Sup. Ct. 2020).

160. Id. at 434-35.

161. Id. at 437.

162. Id.

163. See generally State v. Guilbert, 306 Conn. 218 (2012).

164. Id. at 237-38.

165. Id. at 262.

166. Allie Gross, Detroit City Council Approves $4 Million for Real Time Crime Center,
DET. FREE PRESS (July 23, 2019), https://www.freep.com/story/news/local/michigan/
detroit/2019/07/23/detroit-real-time-crime-center-expansion/1802761001/
[https://perma.cc/4ZAN-WFVC].
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cities have used their legislative power to limit law enforcement’s use of
the technology.'®’

1. Illinois Biometric Information Privacy Act

In 2008, Illinois’ legislature passed the Illinois Biometric Information
Privacy Act (BIPA).!® This act aimed to regulate the collection, use, and
storage of “biometric identifiers,” defined as fingerprints, eye scans, or
face scans.'®” The Act creates a cause of action for any person whose
personal data from these identifiers was captured by a private entity.!”
However, the Act also exempts public agencies from its application.'”!

Since BIPA’s enactment, several plaintiffs have sued private
companies that conducted scans of their faces.!”? For example, in Vance v.
Amazon.com Inc., a class of plaintiffs sued Amazon for using facial scans
of their photos to improve its own facial recognition technologies.!” The
court denied Amazon’s motion to dismiss, holding that the class of
plaintiffs had an actionable claim because facial scans qualified as a
“biometric identifier” under BIPA.!" The court in Vance further stated
that “BIPA obligates any private entity that obtains a person’s biometric
identifier to comply with certain requirements to protect that person’s
privacy interests.”!"

Also following BIPA’s passage, the American Civil Liberties Union
sued Clearview Al, a company that used facial recognition technology to
capture over three billion face prints from photos on the internet.!”® The
court held that Clearview had violated BIPA because it deliberately
marketed its services to Illinois customers and could search a database of
face prints that included those of Illinois residents.!”” Clearview ultimately
settled the case and agreed to make its database inaccessible to most

167. See, e.g., 740.1ILL. COMP. STAT. 14/1 (2008).

168. Id.

169. Id.

170. Id.

171. Id.

172. See Vance v. Amazon.com Inc., 525 F. Supp. 3d 1301 (W.D. Wash. 2021);
American Civil Liberties Union v. Clearview Al, Inc., No. 20 CH 4353,2021 WL 4164452
(I1l. Cir. Ct. Aug. 27, 2021); and Karling v. Samsara Inc., 610 F. Sup. 3d 1094 (N.D. IIL
2022).

173. Vance, 525 F. Supp. 3d at 1305-06.

174. Id. at 1311.

175. Id. at 1313.

176. Clearview Al Inc.,2021 WL 4164452.

177. Id. at *4.
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businesses and private entities.!”® Additionally, the settlement banned
Clearview from selling access to its database to any Illinois entity—
including the police—for five years.!”

Illinois’ Biometric Information Privacy Act has successfully protected
thousands of individuals from facial scans and other uses of their biometric
data.'®® BIPA has not, however, prevented the Chicago Police Department
from continuing to use facial recognition technology.'®!

Since at least 2016, the Chicago Police Department and Chicago
Transit Authority have possessed facial recognition capabilities.'®* The
City contracted with DataWorks Plus, the same vendor that supplies the
technology for Detroit’s Project Green Light.!®3 Chicago’s system is more
pervasive than that of Detroit, employing around 20,000 street, transit, and
other video cameras across the city.!3* The City’s use of the technology
highlights the notable and key exemption to Illinois’ BIPA—public
agencies.'®> Thus, while Illinois’ Biometric Information Privacy Act limits
private entities’ use of facial recognition technology, it falls short of
protecting Illinois residents who reside within the city of Chicago due to
this exemption.'%

2. Other Jurisdictions Have Banned Facial Recognition Technology
Outright

Several jurisdictions in the United States have responded to fears and
criticisms surrounding the usage of facial recognition technology in the
strongest way possible—outright bans.'®” Indeed, cities like San
Francisco, Somerville, Boston, Oakland, and Berkeley have all banned the

178. In Big Win, Settlement Ensures Clearview Al Complies With Groundbreaking
1llinois  Biometric Privacy Law, AM. Civ. LIBERTIES UNION (May 9, 2022),
https://www.aclu.org/press-releases/big-win-settlement-ensures-clearview-ai-complies-
with-groundbreaking-illinois [https:/perma.cc/SF8Z-PDDP].

179. Id.

180. Karling v. Samsara Inc., No. 22 C 295, 2022 WL 2663513 (N.D. Ill. July 11, 2022);
see also Bryant v. Compass Grp. USA, Inc., 958 F.3d 617 (7th Cir. 2020), as amended on
denial of reh’g and reh’g en banc (June 30, 2020).

181. Garvie & Moy, supra note 36.

182. Id.

183. Id.

184. Id.

185. 740. ILL. CoMP. STAT. 14/10 (2008) (stating “[a] private entity does not include a
state or local government agency.”).

186. Garvie & Moy, supra note 36.

187. Lindsey Barrett, Ban Facial Recognition Technologies For Children—And For
Everyone Else, 26 B.U.J. Sc1. & TECH. L. 223, 277 (2020).
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usage of facial recognition technology by city government (including law
enforcement) in the past few years.!®

San Francisco, for example, passed its “Stop Secret Surveillance”
ordinance through a vote by the city’s board of supervisors in 2019.'¥ The
ban went beyond facial recognition technology, as it also forbade city
agencies from acquiring certain drones and license plate readers without
the city’s approval.'”® Center for Democracy and Technology Councilman
Mana Azarmi stated that “these ordinances shift power from law
enforcement to the people and ensure democratic debate and oversight.”!*!

Bans such as these demonstrate that legislation in both local and state
governments can be an effective method of limiting facial recognition
technology and protecting privacy rights.'*> These efforts have often been
bolstered by resistance movements.'*?

3. Grassroots Resistance

Protesters in other parts of the world have demonstrated massive
resistance to surveillance technology.'” In Hong Kong, hundreds of
thousands of protestors took to the streets in 2019.'%° Recognizing that the
police force would likely use its sophisticated surveillance system to
monitor them, protestors used umbrellas to shield their faces, spray painted
over camera lenses, wore masks, shined laser pointers at cameras, and tore
down lampposts in efforts to avoid being tracked and traced around the
region.'”® In London, protestors have created intricate makeup patterns on
their faces that effectively confuse facial recognition technology in an
effort to prevent identification. '’

These efforts are generally known as “sousveillance, which is
defined as a means through which people can understand, contest, and
neutralize surveillance.!”” From using a cell phone to record police

99198

188. Id.

189. Shirin Ghaffary, San Francisco’s Facial Recognition Technology Ban, Explained,
Vox (May 14, 2019), https://www.vox.com/recode/2019/5/14/18623897/san-francisco-
facial-recognition-ban-explained [https:/perma.cc/RTE2-3Z7D].
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193. Chaz Arnett, Race, Surveillance, Resistance, 81 OHIO ST. L. J. 1103, 1125 (2020).
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encounters to obscuring surveillance efforts, sousveillance presents a
means by which citizens can level the power imbalances inherent in
governmental surveillance—including public facial recognition
technology.2%

While direct results may not always immediately follow resistance
efforts and protests, grassroots resistance remains a key method to
empower, protect, and express the desires of the people, potentially
motivating legislatures to limit the usage of facial recognition technology
in their jurisdictions. Together, grassroots resistance, legislation, judicial
action, civil claims, and the Fourth Amendment are all promising avenues
for efforts to prevent Project Green Light’s continued expansion in Detroit.

III. ANALYSIS

A. Widespread Public Facial Recognition Implicates the Fourth
Amendment

The Supreme Court has expressly stated that its rulings on the Fourth
Amendment “must take account of more sophisticated systems that are
already in use or in development.”*' To accomplish this, the Supreme
Court must continue to update and reaffirm the Fourth Amendment’s
boundaries as technological advancements in surveillance capabilities
cause them to blur.

1. Project Green Light Constitutes a Fourth Amendment Search
under Carpenter

Despite Carpenter’s relatively recent holding, the case arose from a
dispute nearly a decade prior in 2011.2°2 By the time Carpenter reached
the Supreme Court, technology had evolved drastically since Detroit law
enforcement tracked the location of Timothy Carpenter’s cell phone for
127 days.*” In fact, by 2018—the year in which the Court decided
Carpenter—a much more invasive, widespread technology was being
used in the city of Detroit: Project Green Light’s facial recognition
technology.>*

perma.cc/J2BV-T7QB].

200. Arnett, supra note 193, at 1127.

201. Carpenter v. United States, 585 U.S. 296, 297 (2018) (quoting Kyllo v. United
States, 533 U.S. 27, 36 (2001)).

202. Id. at 301.

203. Id. at311.

204. Project Green Light Detroit, supra note 2.
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Applying the mosaic theory to public facial recognition technology
within Detroit’s Project Green Light, the vast network of nearly 5000
cameras across the city of Detroit constitutes a Fourth Amendment
search.?® The government’s use of facial recognition with a single camera
may not violate an individual’s reasonable expectation of privacy under
Katz; however, PGL’s network of cameras with this technology allows for
much more invasive surveillance and tracking in the aggregate that is most
adequately appreciated through the mosaic theory.

The three factors weighed by the Court in Carpenter support this
conclusion.?® First, Green Light is deeply revealing because the wide
array of PGL cameras can uncover intimate details about an individual’s
life. Take the following scenario for example: a man enters a gas station
that is equipped with Green Light cameras. As he leaves and heads from
the store to his car, the cameras identify his face. The cameras then capture
his vehicle leaving the parking lot. Within the minute, cameras from one
of the other 800+ Green Light locations in the city capture the same car on
the move.?*” The man then arrives at an apartment building, also equipped
with PGL cameras. Those cameras, too, recognize the man’s face and
identify him as he steps out of his vehicle. After staying in this apartment
building for a few hours, cameras capture the man walking across the
parking lot back to his car. He then gets in his car and is observed by
cameras as he leaves the parking lot. Cameras pointed toward streets
continue to observe his travel across the city. A few minutes later, PGL
cameras on a church capture the car pulling into its parking lot. Again, the
technology identifies the man’s face as he exits his vehicle and enters the
church.

All of this is possible with Project Green Light. More alarming than
mere identification, though, is the potential for a law enforcement officer
to watch this unfold in real time. Even in the absence of a warrant
supported by probable cause, the Detroit Police Department can use PGL
to observe an individual travel from location to location with identification
from facial recognition technology.?®® In the above scenario, the vast
network of cameras provides an “all-encompassing record” into the man’s
whereabouts, just as cell-site data did for Timothy Carpenter in Carpenter
v. United States.*” And as cell-site data afforded the government an
intimate view into Mr. Carpenter’s familial, political, professional,

205. Telephone Interview, supra note 18.

206. See Carpenter, 585 U.S. at 320; see also Weatherholt, supra note 96.

207. Project Green Light Map, supra note 22 (revealing one block in Detroit’s
Greektown neighborhood to have over fifteen PGL locations with, at minimum, sixty
cameras operating).

208. Leins, supra note 33.

209. Carpenter, 585 U.S. at 311.
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religious, and sexual associations,?'’ so, too, do Project Green Light

cameras in the above hypothetical. The cameras on the apartment building
reveal the man’s residence. Or, maybe, they reveal his partner’s residence,
thus revealing his sexual orientation. The cameras on the church reveal his
religious affiliation. The cameras on storefronts aimed at the street show
his travel across the city. Taken as a whole, these cameras allow the
government access into an intimate window of the man’s personal life.

The second factor mentioned in Carpenter—the depth, breadth, and
comprehensive reach of the surveillance?!'—is even more pervasive in
Project Green Light. Carpenter dealt with tracking the location of a cell
phone, which the Court described as “almost a ‘feature of human anatomy’
.. . [that] tracks nearly exactly the movements of its owner.”*'? A face,
however, is not almost a feature of human anatomy; rather, it is the single
most identifying part of one’s being. The defendant in Carpenter could
have chosen to leave his phone behind or turn it off. But an individual’s
identity, as revealed by their face, follows them everywhere, with or
without their willful or voluntary consent, and cannot be left behind,
unplugged, or turned off. A face tracks the exact movements of its owner
during every second of every day. If tracking a phone over an extended
period of time should constitute a Fourth Amendment search of a person,
tracking a face cannot reasonably hold less constitutional protection.

The third factor utilized by the Court in Carpenter addresses the
“inescapable and automatic nature” of the surveillance.?'* As mentioned
above, Project Green Light consists of thousands of cameras equipped
with facial recognition technology in a city of 140 square miles.?'* One
can argue that somebody can simply avoid coming into contact with PGL
cameras by frequenting stores or businesses without the technology. But
an individual may have no say in their apartment complex joining Project
Green Light. Further, a member of a church, the same church that they
have been attending since their youth, may have no say in that church’s
decision to install PGL cameras. There is little that can be done to escape
government surveillance in these situations besides relocating from one’s
residential and religious communities. Avoiding businesses that are part
of Project Green Light is similarly impossible.?!> With small areas in the

210. 1d.

211. Id. at 320.

212. Id. at 311 (citations omitted).

213. Id.

214. Nancy Derringer, Eleven Surprising Facts That Define Detroit’s ‘139 Square
Miles’, BRIDGEMI (Aug. 29, 2017), https://www.bridgemi.com/urban-affairs/eleven-
surprising-facts-define-detroits-139-square-miles-slideshow [https://perma.cc/4ABMU-
8LQW].

215. See Project Green Light Map, supra note 22.
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city possessing over fifty cameras, the only option for somebody seeking
refuge from the technology would be to travel out of their own
neighborhood to run regular errands like shopping for groceries.*!® Today,
being captured by PGL’s wide network of cameras has become
unavoidable for Detroiters.

One could counter that the Court in Carpenter specified that its
holding was narrow.?'” It did not “call into question conventional
surveillance techniques and tools, such as security cameras.”?!
Accordingly, one could contend that PGL falls within Carpenter’s
limitation because it involves the use of security cameras.*'” However, the
facial recognition technology used in conjunction with these cameras is
not a conventional surveillance technique. At the time of the Supreme
Court’s holding in Carpenter, few city police departments, if any, across
the country employed facial recognition technology in any capacity—Iet
alone on a large scale.??® Further, the security cameras used for Project
Green Light are by no means conventional “security cameras.”?! These
cameras possess 24/7, real-time facial recognition capabilities that can
identify individuals in every frame.?”? Normal security cameras may
record a scene and suggest an individual’s identity. But law enforcement
must still confirm the identity by supplementing the surveillance footage
with other information, such as a police lineup identification or
eyewitnesses. Green Light cameras, in contrast, identify individuals
themselves. Facial recognition technology in PGL does not require any
additional input or corroborating evidence to match an individual’s face to
a name. Because of this, the Court’s refusal to call surveillance cameras
into question in Carpenter is no justification to bar its underlying
reasoning from applying to public facial recognition.

For these reasons, Carpenter should apply to the public facial
recognition technology in Detroit’s Project Green Light. Employing the
mosaic theory as the Court did in Carpenter, the sum of the collective
800+ Green Light locations with thousands of cameras allows the
government to identify and track an individual across the city—both in
real time and retroactively. Without a warrant, this should be considered
an unreasonable search under the Fourth Amendment.

216. Seeid.

217. Carpenter, 585 U.S. at 298.

218. Id.

219. Seeid.

220. Zhang, Feng, & Sadeh, supra note 45.
221. Carpenter, 585 U.S. at 298.
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2. Lower Court Decisions in Other Jurisdictions Render Project
Green Light Unconstitutional

The court in Tuggle held that, under the mosaic theory, pole camera
surveillance of the defendant’s home over eighteen months was not a
Fourth Amendment search.?? Its holding supports the opposite conclusion
for Detroit’s Project Green Light. The court emphasized that pole cameras
aimed at the defendant’s house revealed his “lack of movement,” which
warranted less Fourth Amendment protection under the mosaic theory.??*
As discussed above, the network of PGL cameras specifically reveals
movement: where somebody travels, which businesses they frequent,
whose homes they visit, and other intimate details. This is so because PGL
cameras can be found at hundreds of locations across the city of Detroit,
capturing movement into and out of locations and along Detroit’s roads.?*®
Green Light locations include churches, community centers, restaurants,
apartment buildings, and more.?*® In sum, this allows the government to
gain an “exhaustive record” into an individual’s private routine.*”’
Moreover, Green Light cameras capture more than mere movements, as
they also capture the identity of an individual observed on camera through
facial recognition technology.””® This capability only heightens the
pervasiveness of Project Green Light surveillance.

The lack of retroactivity of pole camera surveillance in Tuggle is not
true of the surveillance in Project Green Light.?* The Detroit Police
Department utilizes PGL footage to retroactively track suspects, observing
their travel across the city.*° This is analogous to the expansive, pre-
existing database of information of CSLI data in Carpenter and dissimilar
to Tuggle’s pole camera surveillance.®' The government in Tuggle could
not access footage of the defendant’s house before they set up cameras, as
the footage did not exist. In Project Green Light, however, DPD can
observe old footage from nearby PGL cameras, even if there is no Green
Light partner in the specific area being surveilled by the police. Tuggle
directly acknowledged the difference between these surveillance methods,

223. United States v. Tuggle, 4 F.4th 505, 526 (7th Cir. 2021).

224. Id. at 524 (emphasis in original).
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229. See Tuggle, 4 F.4th at 525.
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231. See Carpenter v. United States, 585 U.S. 296, 299-301 (2018), Tuggle, 4 F.4th at
511-12.



848 WAYNE LAW REVIEW [Vol. 69:823

calling a pre-existing network of government cameras a “thorny
question.”?3?

In McCarthy, the court highlighted a distinction between a limited
number of license plate-reading cameras and a wider network of cameras:
four cameras did not constitute a Fourth Amendment search, but a network
of cameras differs due to the ability to track movement.”** Under the
mosaic theory, the court emphasized that surveillance of enough cameras
could allow law enforcement to observe an individual’s precise, real-time
location in public.?** This is exactly what the Detroit Police Department
can achieve through Project Green Light’s network of thousands of
cameras.?*® Additionally, as exemplified by McCarthy’s application of the
mosaic theory, the pervasiveness of a network of cameras can be best
appreciated by utilizing a mosaic approach.”¢ As discussed above, PGL’s
camera network can reveal an individual’s religion, place of residence,
acquaintances, sexual orientation, and daily routines.?*’ Accordingly,
Project Green Light paints the “nuanced and invasive picture” of an
individual’s life about which the court in McCarthy expressed concern.>*®

Finally, it must be noted that driving, an “indispensable part of modern
life” according to the Supreme Judicial Court of Massachusetts, is more
limited than what PGL cameras capture.”® Green Light cameras surveil
cars on the road, but also individuals walking on foot.?** The cameras go
beyond mere surveillance, utilizing facial recognition technology to
identify individuals seen in video footage.?*! So if driving is considered
indispensable to modern society by the court in McCarthy,*** walking in
public must be equally deserving of Fourth Amendment protection. Under
lower courts’ employment of the mosaic theory, this protection should
render Detroit’s Project Green Light unconstitutional under the Fourth
Amendment.

232. Tuggle, 4 F.4th at 525.

233. Commonwealth v. McCarthy, 484 Mass. 493, 506 (2020).
234. Id. at 507.
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B. Civil Law Claims from Green Light Misidentification May Outweigh
the Program’s Utility

Two known instances of misidentification from Project Green Light
have been publicized in local and national media.?** Under Michigan’s
Wrongful Imprisonment Compensation Act, a wrongfully convicted
individual is entitled to compensation from the state of Michigan.?** The
Act compensates these individuals with $50,000 for every year of
incarceration from a wrongful conviction, or a corresponding 1/365th of
that sum for each day served.?*

The rise of civil law claims may provide a strong incentive for Detroit
to limit the use of facial recognition in Project Green Light if the cost of
compensating wrongfully identified individuals outweighs the utility of
the technology. For example, if somebody wrongfully convicted of a crime
from Green Light identification serves a year in prison, the technology has
effectively cost the state of Michigan an additional $50,000.24¢ Given the
high expense of wrongful conviction claims, the City of Detroit may
decide that the technology’s costs outweigh its benefits.

Additionally, public scrutiny of the technology is certain to increase
with every misidentification. While only two individuals have had their
wrongful arrests identified publicly, these stories were highly publicized
by Detroit’s local media.?*” These stories are magnified by a largely
inconclusive consensus on the program’s actual efficacy in reducing crime
in the city.?*® Thus, the added pressure of public perception on the Detroit
Police Department’s Project Green Light accompanies civil lawsuits
against the City.?*

C. The Judiciary Should Limit the Admissibility of Green Light
Identification in Court Proceedings

As other jurisdictions have done in the past few years, Wayne County
courts should limit the admissibility of facial recognition technology as

243. Anderson, supra note 148; Alfred Ng, In the ‘Blackest City in America,’ a Fight to
End Facial Recognition, CNET (July 2, 2017), https://www.cnet.com/news/politics/in-the-
blackest-city-in-america-a-fight-to-end-facial-recognition/ [https://perma.cc/T875-2KTJ].

244. MicH. CoMP. LAWS ANN. § 691.1751 (West 2017).

245. MicH. CoMP. LAWS ANN. § 691.1755 (West 2017).

246. See id.
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248. See supra Part ILE.

249. See Afana, supra note 5; Gross, supra note 78; Anderson, supra note 148; Marini,
supra note 149.
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evidence in court proceedings.?*® In People v. Reyes, the judge deemed
facial recognition technology not “sufficiently reliable to be used in court
as identification evidence.””! Instead, the technology should only provide
“investigative leads” that do not serve as the primary basis for testimony
at trial.>>

Following this line of reasoning, Wayne County courts should add a
layer of protection against the admissibility of Project Green Light’s facial
recognition evidence in trials, especially considering Detroit’s
demographics. A multitude of studies find facial recognition technology
to be least accurate when identifying individuals with darker
complexions.? In a city with a nearly 80% Black population, PGL’s facial
recognition technology is predominantly being used on the individuals that
it least accurately identifies.”>* Beyond mere identification is the grave
threat of prosecution based solely on the potentially imprecise technology.
To account for the inaccuracies in the technology, Green Light
identification evidence from facial recognition should only be admissible
if witness testimony or other confirmatory evidence corroborates the
identification. This procedure would ensure that the facial recognition in
PGL does not serve as the only source of identification for a defendant’s
prosecution.

When the prosecution introduces Green Light identification in judicial
proceedings, the judge should admit it with a limiting instruction or allow
for expert testimony regarding its accuracy. Courts across the United
States utilize this procedure for eyewitness identification, such as in State
v. Guilbert.* The same underlying rationale behind Guilbert should apply
to facial recognition identification in PGL. Courts should permit experts
familiar with the technology to rebut its reliability, allowing these experts
to testify about decreased precision in identifying certain racial groups.
Like expert testimony about eyewitness identification, experts in facial
recognition would similarly help the jury understand flaws within the
identification process. This would ultimately assist the jury in assessing
the credibility of the identification.?%

250. See People v. Reyes, 133 N.Y.S.3d 433 (N.Y. Sup. Ct. 2020); see also State v.
Guilbert, 306 Conn. 218 (2012).
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D. In the Absence of Judicial or Constitutional Protection, the
Legislature Can Provide Positive Law

The court in Reyes noted that there is another branch of government
that may provide more adequate protections: “It may well be that
legislative action should be taken to curtail the use of facial recognition
techniques for such purposes.”’

Without federal or court action, the Michigan Legislature should pass
laws to limit public facial recognition in the state. As Illinois did in 2008,
the Michigan Legislature can regulate the collection of face scans and
other biometric identifiers.?*® Establishing an act similar to the Biometric
Information Privacy Act would allow claimants to sue private companies
that captured their personal data from biometric identifiers.>>

However, like in Chicago, the Michigan Legislature would not prevent
the Detroit Police Department from continuing to use facial recognition in
Project Green Light if it passed an act identical to BIPA.2%° This is because
BIPA exempts “public agencies,” including police departments.?' Thus,
Michigan would need to pass a more comprehensive piece of legislation
than what exists in Illinois—one without an exception for public
agencies—to stop PGL’s use of facial recognition technology.

The solution may come from the same entity that first approved
Project Green Light back in 2016—Detroit City Council.?*? Outright bans
on facial recognition technology, like in San Francisco, can come from
city council or an equivalent local legislative body.?*® Thus, it is clearly
possible that Detroit City Council can similarly vote to stop PGL’s use of
public facial recognition. As the program continues to spread and Green
Light locations multiply, it will be essential for City Council to make
decisions to prevent more extreme hyper-surveillance. It is the Council’s
responsibility to listen to members of the Detroit community about these
matters.

Local grassroots movements will also play a role in informing and
persuading the Detroit City Council to act. Detroit is no stranger to
grassroots organizing to combat police misconduct, as it is home to groups
such as Detroit Will Breathe, Detroit Coalition Against Police Brutality,
the Detroit Safety Team, and the Detroit Chapter of the Black Youth

257. Reyes, 113 N.Y.S.3d at 437.

258. 740.ILL. ComP. STAT. 14/1 (2008).
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Project 100.2%* Groups such as these are instrumental in spearheading
resistance efforts and mobilizing Detroit residents. For many Detroiters, it
may be difficult to stay informed about the specific methods of
surveillance employed by the police department, and grassroots
movements help spread this crucial information. Ultimately, it is the role
of the Detroit City Council to choose the path preferred by its constituents.
If the Detroit community is unhappy with Project Green Light, then it is
the duty of City Council to reconsider.

IV. CONCLUSION

The installation of thousands of Project Green Light cameras began as
a choice. Businesses chose to partner with the Detroit Police
Department.?®> DPD chose to spend millions of dollars to equip
surveillance cameras with facial recognition software.’®® And Detroit’s
City Council chose to approve these decisions.?®’ Today, City Council
faces new choices as they decide between continuing to expand or drawing
back Project Green Light. These choices are best informed by public
discourse surrounding the program and the limitations of its technology.
This Note serves as a contribution to this discourse in establishing what
Detroiters may consider when calling into question Project Green Light.
Each avenue helps to inform others: Fourth Amendment claims may cause
courts to consider limiting the technology themselves, grassroots
resistance movements may inform City Council members of the
community’s attitudes, and civil law claims may persuade the Michigan
Legislature to enact positive law to limit the use of facial recognition in
public spaces. Ultimately, exploring these topics will be critical in
stopping Green Light’s expansion and Detroit’s progression into a
surveillance state.
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