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I. INTRODUCTION

Data breaches dominate national and world news, as hackers are
regularly infiltrating computer networks and servers of retailers,
government agencies, the healthcare industry, financial institutions, and
most recently, one of the biggest consumer credit reporting agencies in
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the United States, Equifax Inc.1 The result is devastating, to the
individuals whose private information has been stolen, that is.2

Companies rarely bear the financial and emotional consequences. This
is partly because there is no comprehensive federal statute that imputes
liability to companies for negligently maintaining their databases.4

Further, the breach notification laws that are in place are rarely
effective.5 Even more concerning is that data breach victims are often
unable to establish standing and are, therefore, foreclosed from their "day
in court."

6

This seemingly lawless landscape desperately needs a
transformation in light of the constant technological advancements that
have left society dependent on computer systems and the internet.7 U.S.
privacy and cybersecurity laws have not kept up with the problems
caused by technology-problems that cause real harm to individuals.8 Of

I.The following is just a sample of recent data breaches that have been in the news:
Target, 2013; Neiman Marcus, 2013; Home Depot, 2014; JP Morgan Chase, 2014;
Community Health Systems, 2014. Bill Hardekopf, The Big Data Breaches of 2014,
FORBES (Jan. 13, 2015, 7:06 PM), http://www.forbes.com/sites/moneybuilder/2015
/01/13/the-big-data-breaches-of-2014 (listing data breach incidents). Major U.S.
government breaches include the United States Postal Service, 2015 and the U.S. Office
of Personnel Management, 2015. Evan Perez, Massive Postal Service breach hits
employees and customers, CNN (Nov. 10, 2014, 7:06 PM),
https://www.cnn.com/201 4/11/10 /politics/postal-service-security-breachl/index.html; Jim
Sciutto, OPM government data breach impacted 21.5 million, CNN (Jul. 10, 2015, 1:15
PM), https://www.cnn.com/2015/07/09/politics/office-of-personnel-management-data-
breach-20-million/index.html. Finally, Equifax announced its massive cybersecurity
breach on September 7, 2017. Equifax Announces Cybersecurity Incident Involving
Consumer Information, EQUIFAX (Sept. 7, 2017), https://www.equifaxsecurity20l7.com
/2017/09/07/equifax-announces-cybersecurity-incident-inv ving-cnsumer-in formatin/.

2. See Tiffany Hsu, Data Breach Victims Talk of Initial Terror, Then Vigilance,
N.Y. TINms (Sept. 9, 2017), https://www.nytimes.com/2017/09/09/business/equifax-data-
breach-identity-theft-victims.html.

3. See Erik Sherman, The reason companies don't fix cybersecurity, CBS NEWS
(Mar. 12, 2015, 5:30 AM), https://www.cbsnews.com/news/the-reason-companies-dont-
fix-cybersecurity/; Nicole Kobie, The Emotional Burden of Being Hacked, VICE MEDIA
(Dec. 4, 2017, 3:00 PM), https://motherboard.vice.com/enus/article/8xm4mv/the-
emotional-burden-of-being-hacked-stressweek2017.

4. See Jill Joerling, Data Breach Notification Laws: An Argument for a
Comprehensive Federal Law to Protect Consumer Data, 32 WASH. U. J. L. & POL'Y 467,
482 (2010).

5. See Nuala O'Connor, Reforming the U.S. Approach to Data Protection and
Privacy, COUNCIL ON FOREIGN RELATIONS (Jan. 30, 2018), https://www.cfr.org/report
/reforming-us-approach-data-protection.

6. Patrick J. Lorio, Access Denied: Data Breach Litigation, Article III Standing, and
a Proposed Statutory Solution, 51 COLuM. J. L. & Soc. PROBS. 79 (2017).

7. See Joerling, supra note 4; O'Connor, supra note 5.
8. See Hsu, supra note 2; Kobie, supra note 3.
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course, not every data breach is preventable and not every breach leads
to identity theft or fraudulent charges; however, once personal
information is obtained by an unauthorized party, there is always the risk
that identity theft or fraudulent charges may occur.9

This Note analyzes various legal avenues that could potentially serve
as solutions to the identity theft epidemic.'0 Unfortunately, the legal
remedies for data breaches are not overwhelming." A fundamental shift
in attitude regarding the worth of private data must be secured among
business owners, politicians, judges, and the public before real progress
is achieved. Such a shift would likely spark the passage of truly
meaningful data protection legislation and persuade courts that potential
identity theft is indeed a concrete injury. 2

Section II of this Note introduces the issue by recounting the 2017
Equifax breach and surveys the case law and legislation surrounding data
security.13 The European Union's new General Data Protection
Regulation (GDPR), a cutting-edge data privacy law, is also
introduced.14 Section III takes a closer look at the role the Fair Credit
Report Act (FCRA) and the Federal Trade Commission (FTC) play in

9. Adam Shell, Equifax data breach could create lifelong identity theft threat, USA
Today (Sept. 9, 2017, 10:08 AM), https://www.usatoday.com/story/money/2017
/09/09/equifax-data-breach-could-create-life-long-identity-theft-threat/64676500 1/.

10. Kevin Peachey & Chris Johnston, Identity theft at epidemic levels, warns Cifas,
BBC NEWS (Aug. 23, 2017), https://www.bbc.com/news/business-41011464.

11. See 152 AM. JUR. 3D Proof of Facts §§ 5-12 (2018).
12. It is worth noting that there are arguments against stronger data breach legislation.

Sasha Romanosky, Rahul Telang & Alessandro Acquisti, Do Data Breach Disclosure
Laws Reduce Identity Theft? 30 J. POL'Y ANALYSIS & MGMT 256, 259-60 (2011). Some
critics believe that such legislation "may impede e-commerce and stifle technological
development by discouraging firms from innovating using consumers' personal
information (or stop collecting it altogether)." Id. at 260. Further, data breach notification
statutes are seen, by some, to create more burdens than benefits. Id. For example,
companies must "comply with multiple, disparate, and perhaps conflicting state laws.
Next, if the probability of suffering identity theft following a data breach is, in fact, very
low, then costs incurred as a result of the laws would be unwarranted: Firms would be
forced to notify consumers without benefit, and consumers would be needlessly freezing
and 'thawing' their credit reports." Id. Further, if we accept the proposition that breaches
really do "cause harm, then notices are too little," and we are simply "shifting the burden
to somebody else." Id. (quoting Fred H. Cate, Paper Presented at the Berkeley Center for
Law and Technology Symposium on Security Breach Notification Six Years Later:
Lessons Learned about Identity Theft and Directions for the Future (Mar. 2009)). If
"breaches do not cause harm ... then notices are an unnecessary cost." Id. There is also a
danger that consumers may become desensitized if they receive too many notices. Id.

13. Equifax Announces Cybersecurity Incident Involving Consumer Information,
supra note 1; infra Section ILA, II.B., and II.C.

14. See 2016 O.J. (L 119) 1; infra Section II.D.
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holding companies liable for negligent data maintenance.15 Relevant
sections of the GDPR are also examined, demonstrating the EU's
commitment to safeguarding people's sensitive data-a commitment that
should also be adopted by the United States.16 Passing comprehensive
legislation similar to the GDPR would be a tremendous achievement for
U.S. privacy law; however, judicial interpretation of such legislation
would be another hurdle. The Note concludes with an analysis of the
Supreme Court's recent decision in Spokeo, Inc. v. Robins, regarding
Article III "standing" based on violations of statutory rights in the
context of data privacy.17

II. BACKGROUND

A. The Equifax Breach18

On September 7, 2017, Equifax announced that hackers had
breached their database, exposing the sensitive information of more than
143 million U.S. consumers.19 This information included names, Social
Security numbers, dates of birth, addresses, and driver's license
numbers- information that is largely permanent.2 0 Additionally, hackers
gained access to "credit card numbers for approximately
209,000 U.S. consumers, and certain dispute documents with personally
identifying information for approximately 182,000 U.S. consumers."21
Equifax also identified unauthorized access to personal information of

22some U.K. and Canadian citizens.
A data breach is defined as "any release of secure information to an

untrusted environment," whether accidentally or as a result of illicit

15. 15 U.S.C. § 1681 etseq. (2006); see infra Sections H.A, IH.B.
16. See infra Section III.C.
17. Spokeo, Inc. v. Robins, 136 S. Ct. 1540 (2016); see infra Section III.D.
18. For an in-depth timeline and account of the Equifax breach, see Michael Riley,

Jordan Robertson & Anita Sharpe, The Equifax Hack has the Hallmarks of State-
Sponsored Pros, BLOOMBERG, (Sept. 29, 2017, 9:09 AM), https://www.bloomberg.
com/news/features/2017-09-29/the-equifax-hack-has-all-the-hallmarks-of-state-
sponsored-pros.

19. Equifax Releases Details on Cybersecurity Incident, Announces Personnel
Changes, EQUIFAX (Sept. 15, 2017), https://investor.equifax.com/news-and-
events/news/2017/09-15-2017-224018832 [hereinafter Equifax Release]. Subsequently,
Equifax announced that an additional 2.4 million Americans were impacted by the 2017
breach. Equifax Discovers Another 2.4 Million Customers Hit by Data Breach, CNBC,
(Mar. 1, 2018), https://www.cnbc.com/2018/03/01/reuters-america-update-2-equifax-
discovers-another-2-point-4-mln-customers-hit-by-data-breach.html.

20. Equifax Release, supra note 19.
21. Id.
22. Id.
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conduct such as hacking or insider theft.23 Unsurprisingly, data breaches
greatly increase the risk of identity theft.24 Identity theft involves stealing
"personally identifying information" that is then used to commit a wide
range of frauds for financial and personal gain.25

A 2017 study conducted by Javelin Strategy & Research found that
16.7 million U.S. consumers lost $16.8 billion to identity fraud, an
increase of 12 percent from 2016.26 Further, "in the past six years,
identity thieves have stolen over $107 billion., 27 Of course, this study
predated the massive Equifax breach, which affected nearly half of all

28Americans. There is no telling what impact that breach will have on
identity theft statistics.

What is particularly shocking about the Equifax data breach is that
the company knew about a system vulnerability as early as March of
2017.29 Equifax purportedly learned about the breach in late July 2017
and proceeded to wait over a month before notifying the public and
consumers about the threat to their financial security.30 Furthermore, it
appears that three Equifax executives sold about $1.8 million in Equifax
stock after they learned of the breach, but, conveniently, before Equifax
publicly disclosed the hack.31

It is one thing for a retailer to suffer a data breach that leads to the
theft of customers' credit card data and quite another for a credit
reporting bureau to expose itself to a cyber-attack. The purpose of credit
bureaus is to collect, store, and sell financial and other personal
information to banks, mortgage companies, and other lenders.32 Equifax
had one job-to maintain individuals' most private financial data

23. Dave Maxfield & Bill Latham, Data Breaches: Perspectives from Both Sides of
the Wall, 25 MAY S.C. LAW. 28, 30 (2014).

24. Id. In fact, "[a]ccording to a 2009 study by Javelin Strategy & Research, the risk
of identity theft" occurring due to a data breach more than quadruples. Id.

25. Joseph Krebs, From Jacob to Target: A New Approach is Needed to Combat
Identity Theft, 18 DUQ. Bus. L.J. 15, 19 (2016).

26. Facts & Statistics: Identity theft and cybercrime, INSURANCE INFORMATION

INSTITUTE, https://www.iii.org/fact-statistic/facts-statistics-identity-theft-and-cybercrime.
27. Asaf Greiner, The Hidden Costs of Identity Theft, FORBES (June 1, 2018, 7:30

AM), https://www.forbes.com/sites/forbesagencycounciU/20 18/06/0 1/the-hidden-costs-of-
identity-theft/# 144dlefd357b.

28. Equifax Release, supra note 19.
29. Equifax Release, supra note 19.
30. See id.
31. See Paul R. La Monica, Equifax Execs Sold Stock Before Hack was Disclosed,

CNN (Sept. 8, 2017, 12:35 PM), http://money.cnn.com/2017/09/08/investing/equifax-
stock-insider-sales-hack-data-breach/index.html?iid=EL.

32. What is a 'Credit Bureau, 'INVESTOPEDIA, https://www.investopedia.com/terms/
c/creditbureau.asp (last visited Nov. 17, 2018).
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securely.33 By all accounts, the company failed; yet, there have been no
immediate or tangible consequences.4 In fact, Equifax is still in business
and continues to preserve personal financial information despite the
breach. 35

B. The Development of Case Law Surrounding Data Privacy

What adds insult to injury in data breach cases is that victims are
rarely successful in suing for damages, let alone in bringing their cases to
court.36 A principal reason for this is that Article III of the U.S.
Constitution limits federal judicial power to deciding "cases" and
"controversies. '37 The U.S. Supreme Court has interpreted Article III to
impose a threshold requirement known as "standing" to invoke a federal
court's jurisdiction.38 Standing is established if the plaintiff demonstrates
three things: (1) a concrete injury (2) that is fairly traceable to the actions
of the defendant and (3) that can be redressed by a favorable judgment of
a federal court.

39

Such requirements raise issues for victims of data breaches and
potential identity theft.40 These plaintiffs will typically argue that a data
breach occurred because a defendant, like Equifax, for example, did not
utilize proper cybersecurity to protect plaintiffs' personal data.41 Such
data breaches certainly lead to harm because the risk of identity theft
quadruples after private information is exposed.42 However, plaintiffs
can have a difficult time establishing standing if their credit cards or
bank statements have not yet shown misuse by hackers as a result of the

33. Farhad Manjoo, Seriously, Equifax? This Is a Breach No One Should Get Away
With, N.Y. Ti~Ms (Sept. 8, 2017), https://www.nytimes.com/2017/09/08/technology
/seriously-equifax-why-the-credit-agencys-breach-means-reguation-is-needed.html.

34. See id.; Peter J. Henning, Hack Will Lead to Little, if Any, Punishment for
Equifax, N.Y. TIMES (Sept. 20, 2017), https://www.nytimes.corm/2017/09/20/business/
equifax-hack-penalties.html.

35. Manjoo, supra note 33.
36. Mathew J. Schwartz, Why So Many Data Breach Lawsuits Fail, INFO. SECURITY

MEDIA GROUP (May 11, 2015), https://www.bankinfosecurity.com/data-breach-lawsuits-
fail-a-8213.

37. U.S. CONST. art. III, § 2; Lorio, supra note 6, at 82-83.
38. Allen v. Wright, 468 U.S. 737, 750 (1984); Lorio, supra note 6, at 82-83.
39. Lujan v. Defenders of Wildlife, 504 U.S. 555, 560-61 (1992).
40. Lorio, supra note 6, at 109-12.
41. Bradford C. Mank, Data Breaches, Identity Theft and Article III Standing: Will

the Supreme Court Resolve the Split in the Circuits?, 92 NOTRE DAME L. REv. 1323,
1325 (2017).

42. See Maxfield and Latham, supra note 23.
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data breach.43 An inability to demonstrate injury and causation is a major
roadblock to establishing standing.4

If there is no clear proof of monetary harm, courts hesitate to
recognize injury in data breach cases.45 The complexity of this issue has
led to a circuit split on the question of standing. 6 In 2013, the Supreme
Court decided Clapper v. Amnesty International USA, a major case on
standing.47 While Clapper has a unique factual scenario, the decision
arguably increased the stringency of the standing requirement in data
breach cases.48 The plaintiffs in Clapper brought a claim challenging
section 702 of the Foreign Intelligence Surveillance Act of 1978
(FISA),49  which allows the government to acquire intelligence
information through "warrantless surveillance of Americans' and
foreigners' . . . communications.

'" 50

The plaintiffs regularly communicated with individuals who were
targets of section 702, and they asserted two theories of Article III
standing.51 First, plaintiffs argued that they would suffer injury because
there was, "an objectively reasonable likelihood that their
communications [would] be acquired under § 1881 a at some point in the
future."52 Second, they claimed that they had already suffered injury
because "the risk of surveillance under § 1881a [was] so substantial that
they [had] been forced to take costly and burdensome measures to
protect the confidentiality of their international communications.5 3

The Supreme Court held that the plaintiffs lacked standing because
they did not demonstrate either a threat of imminent harm or a concrete
injury.54 Further, the Court held that the costs the plaintiffs incurred in
attempting to keep their communications confidential did not go toward
satisfying the standing requirement.5 This was because plaintiffs were

43. Mank, supra note 41, at 1326.
44. Id. at 1324.
45. See id. at 1332 (stating "arguably there is no injury from the release of the

information itself in the absence of the actual financial harm or from possible future
injuries from misuse of that information").

46. Lorio, supra note 6, at 91-105; Mank, supra note 41, at 1326.
47. 568 U.S. 398 (2013).
48. Id; Mank, supra note 41, at 1332.
49. 50 U.S.C. § 1881a (2008); Clapper v. Amnesty Int'l USA, 568 U.S. 398, 401

(2013).
50. Warrantless Surveillance Under Section 702 of FISA, ACLU,

https://www.aclu.org/issues/national-security/privacy-and-surveillance/warrantless-
surveillance-under-section-702-fisa (last visited Nov. 17, 2018).

51. Clapper, 568 U.S. at 401-02.
52. Id. at 401.
53. Id. at 407.
54. Id. at411, 420, 422.
55. Id. at 417-18.
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required to show that their injuries were "certainly impending," and a
theory of future injury was too speculative to establish this requirement.56

After Clapper, federal circuit courts took different stances on
whether pleading an increased risk of future injury in the context of data
breaches is sufficient to establish Article III standing.57 As of 2018, the
D.C. Circuit along with the Third, Sixth, Seventh, Ninth, and Eleventh
Circuits have held that an alleged risk of future harm is sufficient to
establish standing in consumer data breach lawsuits.58 However, the
First, Second, Fourth, and Eight Circuits have found otherwise.59 The
Supreme Court recently denied a petition for certiorari to decide whether
actual misuse of personal data is required to assert data breach claims in
CareFirst v. Attias.60 A petition for certiorari on the same issue was filed
on August 20, 2018 for In re Zappos.com, Inc. The petition is pending.61

C. The Status of U.S. Data Breach Law

Presently, there is no comprehensive federal statute on which data
breach victims may base their cause of action.62 Therefore, when
plaintiffs bring suits, they typically rely on state common law negligence,
consumer protection law, public disclosure of private facts or, when
appropriate, breach of contract and breach of fiduciary duty theories.63

That being said, pieces of some federal legislation address aspects of

56. Id. at 401.
57. Dominic Spinelli, Data Breach Standing: Recent Decisions Show Growing

Circuit Court Split, ABA,
https://qa.americanbar.org/groups/younglawyers/publications/the 101_201_practiceser
ies/data
-breachstandingrecentdecisions showgowingcircuit court-split.html (last visited
Oct. 13, 2018).

58. See In re Zappos.com, Inc., 888 F.3d 1020 (9th Cir. 2018),petition for cert. filed;
Attias v. CareFirst, Inc., 865 F.3d 620 (D.C. Cir. 2017); In re Horizon Healthcare Servs.
Inc. Data Breach Litig., 846 F.3d 625 (3d Cir. 2017); Galaria v. Nationwide Mut. Ins.,
663 F. App'x 384 (6th Cir. 2016); Lewert v. P.F. Chang's China Bistro, Inc., 819 F.3d
963 (7th Cir. 2016); Remijas v. Neiman Marcus Grp., LLC, 794 F.3d 688 (7th Cir. 2015);
Resnick v. AvMed, Inc., 693 F.3d 1317 (1 1th Cir. 2012).

59. See In re SuperValu, Inc., 870 F.3d 763 (8th Cir. 2017); Whalen v. Michaels
Stores, Inc., 689 F. App'x 89 (2d Cir. 2017); Beck v. McDonald, 848 F.3d 262 (4th Cir.
2017), cert. denied, Beck v. Shulkin, 137 S. Ct. 2307 (2017); Katz v. Pershing, LLC, 672
F.3d 64 (1st Cir. 2012).

60. Attias v. CareFirst, Inc., 865 F.3d 620 (D.C. Cir. 2017), cert. denied, No. 17-641,
2018 U.S. LEXIS 1356 (Feb. 20, 2018).

61. Aurora Barnes, Petitions of the Week, SCOTUSBLOG (Sept. 7, 2018, 3:00 PM),
http://www.scotusblog.com/case-files/cases/zappos-com-inc-v-stevens/.

62. Joerling, supra note 4, at 481.
63. Rachael M. Peters, So You've Been Notified, Now What? The Problem with

Current Data-Breach Notification Laws, 56 ARIZ. L. REv. 1171, 1185 (2014).
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cybersecurity, privacy, and notification requirements in case of a breach
including: the Computer Fraud and Abuse Act (CFAA), the Electronic
Communications Privacy Act (ECPA), the Health Insurance Portability
and Accountability Act of 1996 (HIPAA), the Gramm-Leach-Bliley Act
of 1999 (GLBA), and the Fair Credit Reporting Act.64 More
comprehensive legislation addressing standards for usage and storage of
personal data is needed because many of these laws are not suitable for
general data breach claims.65

As of March 28, 2018, all fifty states have security breach
notification laws.66 These laws typically require private entities or
governmental agencies to notify individuals when their personal data is
compromised due to a security breach.67 Each state law has different
requirements, exemptions, and penalties, making compliance difficult for

68nationwide entities that may have customers in many states.
Compliance aside, the notification laws are ineffective because they
typically do not hold entities liable for breaches that expose personal data
to hackers.69

Cybersecurity attacks and data breaches are not going to cease;
rather, such attacks are intensifying because of the extraordinary
financial incentive they provide to identity thieves.70 As Chief Judge
Wood reasoned in Remijas v. Neiman Marcus Group, LLC, a class action
suit arising out of the hacking of customer credit card information, "Why
else would hackers break into a store's database and steal consumers'
private information? Presumably, the purpose of the hack is, sooner or
later, to make fraudulent charges or assume those consumers'
identities. 71 Why, then, is the United States government so reluctant to
pass robust legislation that would protect sensitive personal data, save
money, and ultimately strengthen the public's confidence in businesses?

The answer is multifaceted; however, the core of the issue has to do
with Americans' views on government, privacy, and business, which

64. Id. at 1177.
65. Id. at 1181.
66. Meghan O'Connor, Sarah A. Erdmann, & Rachel Weiss, One Is the Loneliest

Number: Alabama Becomes the Final State to Pass Data Breach Notification Law,
QUARLES & BRADY LLP (Apr. 4, 2018), https://safeandsound.quarles.com/2018/04/one-
is-the-loneliest-number-alabama-becomes-the-fmal-state-to-pass-data-breach-
notification-law/.

67. See id.
68. Peters, supra note 63, at 1181-85.
69. Id. at 1183.
70. See Victor Reklaitis, How the number of data breaches is soaring-in one chart,

MARKETWATCH (May 25, 2018, 2:25 AM), https://www.marketwatch.com/story/how-
the-number-of-data-breaches-is-soaring-in-one-chart-2018-02-26.

71. 794 F.3d 688, 693 (7th Cir. 2015).
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diverge with that of Europe, for example.72 Simply put, "Europeans
reserve their deepest distrust for corporations, while Americans are far
more concerned about their government invading their privacy.' 73 For
this reason, privacy laws in Europe are much more restrictive.74 "In
Europe, it is illegal to release personal data to a third party," and
companies can maintain files on people only to the extent necessary to
carry out legitimate functions.75 Further, Europe's privacy and data
security laws have continued to evolve due to changes in technology and
the resulting consumer risks.

D. The European Union's General Data Protection Regulation

On April 14, 2016, the European Union adopted the General Data
Protection Regulation, which went into effect on May 25, 2018.76 The
EU GDPR replaced the Data Protection Directive 95/46/EC and is meant
to strengthen and unify data privacy laws across Europe.77 The GDPR
Portal states that this is "the most important change in data privacy
regulation in 20 years.7 8 Indeed, many of the provisions are cutting-
edge, and the United States would be well served to adopt certain aspects
of the regulation if and when Congress is ready to pass federal data
security legislation.

When comparing the GDPR's notification requirement to U.S. state
notification statutes, there are several differentiating categories,
including: the type of information governed, the materiality threshold for
government notification, the time limit to notify the government, the
materiality threshold for consumer notification, damages, and penalties.79

In every category, the GDPR exhibits provisions that are substantially

72. See Bob Sullivan, 'La difference' is stark in EU, U.S. privacy laws, NBC NEWS

(Oct. 19, 2006, 11:19 PM), http://www.nbcnews.com/id/I 522111 i1/ns/technology
and science-privacylost/t/la-difference-stark-eu-us-privacy-laws/#.Wg8-cbaZO is.

73. Id.
74. See id.
75. Jessica Litman, Information Privacy/ Information Property, 52 STAN. L. REV.

1283, 1286 (2000).
76. GDPR Portal: Site Overview, EU GDPR.ORG, https://eugdpr.org/ (last visited

Nov. 17, 2018).
77. Id.
78. Id.
79. Joshua A. James, Jena M. Valdetero, & David A. Zetoony, Data Breach

Notification In the EU: A Comparison of US and Soon-To-Be EU Law, BRYAN CAVE
LEIGHTON PAISNER (Nov. 28, 2016), https://www.bryancave.com/en/thought-
leadership/data-breach-notification-in-the-eu-a-comparison-of-us-and-soon.html.
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more favorable to EU consumers than the protections offered to
consumers by U.S. statutes.80

E. Proposed Bills After the Equifax Breach

After the high-profile Equifax breach disclosure on September 7,
2017, Senator Elizabeth Warren (D-MA) introduced the Freedom from
Equifax Exploitation Act, which would, among other things, prevent
agencies from charging people for credit freezes and enhance fraud alert
protections.81 On September 18, 2017, Representative Jim Langevin (D-
RI) reintroduced the Personal Data Notification and Protection Act of
2017, which would establish a national notification standard for data
breaches.82 The bill was referred to the Subcommittee on Digital
Commerce and Consumer Protection a few days later.83 On September
28, 2017, Senator Blumenthal introduced the Data Breach Accountability
and Enforcement Act of 2017, which would require entities to implement
reasonable cybersecurity protections.84

Finally, Senator Warren introduced the Data Breach Prevention and
Compensation Act of 2018 on January 10, 2018.85 The Act would impose
massive and mandatory fines for companies like Equifax, in the event of
a breach.86 The Act would also create an Office of Cybersecurity within
the FTC that would be charged with conducting cybersecurity
investigations at Consumer Reporting Agencies (CRAs) and would give
the FTC the authority to write new regulations establishing data security
standards.8 7 All these proposals are a positive step forward; however,
they must be enacted if consumers are to have a shot at relief when data
breaches occur.

80. See id.
81. Freedom from Equifax Exploitation Act, S. 1816, 115th Cong. (2017).
82. Personal Data Notification and Protection Act of 2017, H.R. 3806, 115th Cong.

(2017).
83. H.P3806-Personal Data Notification and Protection Act of 2017,

CONGRESS.GOV, https://www.congress.gov/bill/11Sth-congress/house-bill/3806/text (last
visited Nov. 17, 2018).

84. Data Breach Accountability and Enforcement Act of 2017, S. 1900, 115th Cong.
(2017).

85. Data Breach Prevention and Compensation Act of 2018, S. 2289, 115th Cong.
(2018).

86. Id. The bill imposes a mandatory fine of $100 for each consumer who has a piece
of personally identifiable information compromised and another $50 for each additional
piece of information compromised. Id. at § 4(b)(2)(A). The penalties would be capped at
50% of the consumer agency's gross revenue for the previous fiscal year. Id. at
§ 4(b)(2)(B)(i). In cases of extreme negligence, the penalties would be capped at 75% of
the CRA's gross revenue. See id. at §(b)(2)(B)(ii).

87. Id. at § 3.
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III. ANALYSIS

While it is obvious that companies should not be allowed to avoid
responsibility when harm results from their negligent maintenance,
storage, or transfer of highly sensitive personal data, victims of data
breaches rarely attain meaningful recovery due to a variety of legal
obstacles standing in their way.88 This Note examines what legal tools
might be most appropriate or desirable to induce companies maintaining
large databases to adequately safeguard people's personal information. In
framing this issue, two principal questions arise: First, does current law
provide an adequate enforcement mechanism for proper data protection?
Second, if not, can such an enforcement mechanism be created?

Contract claims are typically more successful for data breach victims
involving retailers and credit card breaches, because they have
necessarily signed a contract at some point.89 For consumer reporting
agency violations and cases like the Equifax breach, negligence is the
most obvious route to court; however, plaintiffs have a difficult time
establishing standing due to a lack of "concrete harm."90 This dilemma
demands more creative solutions, such as reliance on the Fair Credit
Reporting Act and the Federal Trade Commission, although each has its
own drawbacks.9i

A. Data Breaches Under the Fair Credit Reporting Act

At first glance, the Fair Credit Reporting Act (FCRA) shows
potential for serving as an appropriate channel for data breach victims'
suits.92 The FCRA is a federal law that regulates how CRAs use

88. See generally Lorio, supra note 6.
89. Note, however, that even when plaintiffs have a straightforward contract claim,

they still may be found to have no cause of action because they have failed to show a
legally cognizable injury. See, e.g., In re JetBlue Airways Corp. Privacy Litig., 379 F.
Supp. 2d 299, 326-27 (E.D.N.Y. 2005) (holding that the plaintiffs failed to sufficiently
allege damages that result from the contract breach, and that the loss of privacy or the
loss of the economic value of plaintiffs' information was neither a legally cognizable
injury nor one that was reasonably in contemplation of both parties at the time the
contract was made, as required by Hadley v. Baxendale) (citing Hadley v. Baxendale, 156
Eng. Rep. 145 (1854)).

90. See Krottner v. Starbucks Corp., 406 F. App'x 129, 131 (9th Cir. 2010); In re
Michaels Stores PIN Pad Litig., 830 F. Supp. 2d 518, 526-531 (N.D. Ill. Nov. 23, 2011);
Rowe v. UniCare Life & Health Ins. Co., No. 09-C-2286, 2010 WL 86391, at *6 (N.D.
I11. Jan. 5, 2010); In re Sony Gaming Networks & Customer Data Security Breach Litig.,
903 F. Supp. 2d 942, 963 (S.D. Cal. 2012); Peters, supra note 63, at 1174.

91. See infra Sections III.A, II.B.
92. David N. Anthony & Julie D. Hoffmeister, FCRA May Be a Dead End for Data

Breach Plaintiffs, LAw360 (Jan. 28, 2016, 4:21 PM), https://www.law360.com/articles/
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consumer information.93  More precisely, Congress enacted this
legislation to promote the accuracy, fairness, and privacy of consumer
information contained in the databases of CRAs.

94

According to the FCRA, the term consumer reporting agency means:

any person which, for monetary fees, dues, or on a cooperative
nonprofit basis, regularly engages in whole or in part in the
practice of assembling or evaluating consumer credit information
or other information on consumers for the purpose of furnishing
consumer reports to third parties, and which uses any means or
facility of interstate commerce for the purpose of preparing or
furnishing consumer reports.95

The FCRA provides protection to consumers and expands potential
96liability beyond what existed at common law. CRAs can be held liable

for negligent or willful violations of any requirement imposed under the
statute, if the plaintiff proves actual damages.97 "Negligence may be
found where there is a failure to adopt reasonable procedures to ensure
the accuracy of reports" or when a CRA has furnished reports to

751612/fcra-may-be-a-dead-end-for-data-breach-plaintiffs.
93. A Summary of Your Rights Under the Fair Credit Reporting Act, FTC,

https://www.consumer.ftc.gov/articles/pdf-0096-fair-credit-reporting-act.pdf (last visited
Feb. 4, 2018).

94. Id. Major FCRA rights include: (1) "You must be told if information in your file
has been used against you;" (2) "You have the right to know what is in your file;" (3)
"You have the right to ask for a credit score;" (4) "You have the right to dispute
incomplete or inaccurate information;" (5) CRAs "must correct or delete inaccurate,
incomplete, or unverifiable information;" (6) CRAs "may not report outdated negative
information;" (7) "Access to your file is limited;" (8) "You must give your consent for
reports to be provided to employers;" (9) "You may limit 'prescreened' offers of credit
and insurance you get based on information in your credit report;" (10) "You may seek
damages from violators;" and (11) "Identity theft victims and active duty military
personnel have additional rights." Id.

95. 15 U.S.C. § 168la(f) (emphasis added).
96. David D. Schein & James D. Phillips, Holding Credit Reporting Agencies

Accountable: How the Financial Crisis May be Contributing to Improving Accuracy in
Credit Reporting, 24 LOY. CONSUMERL. REv. 329, 333 (2012).

97. Id.; 15 U.S.C. §1681o (2006). Section 1681o(a) provides relief for "(1) any actual
damages sustained by the consumer as a result of the failure; and (2) in the case of any
successful action to enforce any liability under this section, the costs of the action
together with reasonable attorney's fees as determined by the court." § 1681o(a). The
FCRA also allows for punitive damages if the Plaintiff proves willingness. 15 U.S.C.
§ 168 1n(a)(1)(B)(2) (2006).
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unauthorized recipients.98 Further, a violation of any requirement or
prohibition imposed under the FCRA constitutes "an unfair or deceptive
act or practice in commerce, in violation of section 5(a) of the Federal
Trade Commission Act and shall be subject to enforcement by the
[FTC]."'9

The FCRA has been amended to provide further consumer
protection.100 In 2003, the Fair and Accurate Credit Transactions Act
(FACT Act) amended the FCRA with the goal of preventing identity
theft.101 Under the FACT Act, a consumer who believes she is or is about
to be a victim of identity theft can request for a CRA to place an initial
fraud alert in her file, which remains for at least ninety days.'0 2

Additionally, if the consumer has already been a victim of identity theft,
the FACT Act allows the individual to include an extended fraud alert on
her file for seven years.103 The fraud alerts are meant to serve as
preventative measures, but the Act also helps consumers correct issues
arising from identity theft and gives identity theft victims greater control
over the accuracy and privacy of their data.'04 Once the consumer
provides the CRA with the appropriate documentation and information
that they want blocked, the CRA is required to block publication of that
information. 105

The FCRA plays an important role in consumer credit, but fails to
directly address the issues posed by this Note.10 6 The typical scenario that
the Act covers is one where a consumer's information has been
inaccurately reported, thereby affecting the individual's ability to obtain
a loan or mortgage, for example.10 7 Thus, litigation centers on false or
irresponsible reporting.°8 The statute also provides tools to assist

98. 15 U.S.C. §168le(b) (2006) (requiring "maximum possible accuracy" for
reports); 15 U.S.C. §1681b (2006) (enumerating permissible recipients and uses of
reports); Schein & Phillips, supra note 96, at 333.

99. 15 U.S.C. §1681s (2006).
100. See Schein & Phillips, supra note 96, at 336-39.
101. Fair and Accurate Credit Transactions Act of 2003, Pub. L. No. 108-159, 117

Stat. 1952 (2003); 15 U.S.C. § 1681c-1 (2006).
102. §1681c-1(a)(1). FCRA was amended since the FACT Act and now requires a

fraud alert to remain on a consumer's file for at least one year. 15 U.S.C. § 1681c-
l(a)(1); Economic Growth, Regulatory Relief and Consumer Protection Act, Pub. L. No.
115-174, §301, 132 Stat. 1296 (2018).

103. 15 U.S.C. § 1681c-l(b).
104. Schein & Phillips, supra note 96, at 337.
105. Id.; 15 U.S.C. § 1681c-2(a) (2006).
106. See Schein & Phillips, supra note 96, at 338.
107. Id.
108. Id. at 339-53.
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consumers with mitigating the effects of identity theft and preserving
their credit reputation.0 9

While the FCRA's features are important and helpful in certain
capacities, the statute is not equipped to hold companies or CRAs liable
for negligent data maintenance that leads to breaches.110 Data breach
plaintiffs, who are unable to allege present and concrete harm, have
attempted to rely on the FCRA because it requires CRAs "to maintain
reasonable procedures to ensure that consumer information is provided
only to proper users."'  These plaintiffs, however, have been
unsuccessful in asserting their claims pursuant to the FCRA.112

The roadblock starts with the FCRA's definition of consumer
reporting agency, which requires "that the company 'furnish' consumer
reports to third parties."' 113 Further, §1681b of the FCRA delineates the
permissible purposes for furnishing reports.1 4 "The question thus arises:
does a consumer reporting agency technically 'furnish' information to
hackers?"' 15 The term "furnished" is not specifically defined in the
FCRA, but courts have held that theft cannot be interpreted as
"furnishing" personal data within the meaning of § 1681 b.116

For example, in both Holmes v. Countrywide Financial Corp. 117 and
Tierney v. Advocate Health and Hospitals Corp.,118 the U.S. District
Court for the Western District of Kentucky and the U.S. District Court
for the Northern District of Illinois dismissed plaintiffs' FCRA claim in
this context.119 The courts found that the defendants did not furnish or
transmit the personal data to the fraudsters.1 20 Plaintiffs unsuccessfully
appealed in Tierny, and the Seventh Circuit upheld the district court's
ruling.121 Similarly, in Harrington v. ChoicePoint Inc.,"' the U.S.
District Court for the Central District of California granted defendant's

109. See 15 U.S.C. § 168 ic-i (2006); id. at 333-39.
110. See Anthony & Hoffrneister, supra note 92.
111. Id.
112. Id.
113. Id.; see 15 U.S.C. § 1681a(f) (2006).
114. 15 U.S.C. § 1681b (2006).
115. Anthony & Hoffineister, supra note 92.
116. Id.
117. Holmes v. Countrywide Fin. Corp., No. 5:08-CV-00205-R, 2012 U.S. Dist.

LEXIS 96587, at *46 (W.D. Ky. Jul. 12, 2012).
118. Tierney v. Advocate Health and Hosps. Corp., No. 13 CV 6237, 2014 U.S. Dist.

LEXIS 158750, at *8 (N.D. Ill. Sept. 4, 2014), aff'd, 797 F.3d 449 (7th Cir. 2015).
119. Anthony & Hoffmeister, supra note 92.
120. Id.
121. Tierney v. Advocate Health and Hosps. Corp., 797 F.3d 449, 454 (2015).
122. Harrington v. ChoicePoint Inc., No. CV 05-01294 MRP (JWJx), 2006 U.S. Dist.

LEXIS 101903, at *27-28 (C.D. Cal. Oct. 11, 2006).
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motion for summary judgment, again finding that "furnishing" of data
did not occur.123 Because courts have refused to equate companies'
negligent maintenance of personal consumer data to the "furnishing" of
said data to hackers for an impermissible purpose, the FCRA appears to
be an inappropriate avenue for plaintiffs to assert their claims.124

B. Federal Trade Commission Regulation of Data Security

The Federal Trade Commission plays a central role in identity theft
and data security issues, as it "tops the list of consumer complaints that
are reported to the FTC.,1 2

' The FTC is "an independent U.S. law
enforcement agency charged with protecting consumers and enhancing
competition across broad sectors of the economy.126 The administrative
agency's legal authority comes from "[s]ection 5 of the Federal Trade
Commission Act [(FTCA)], which prohibits unfair or deceptive practices
in the marketplace.,127 Section 45(n) of the FTCA provides the standard
of proof for the FTC-a practice is only unfair if it "causes or is likely to
cause substantial injury to consumers which is not reasonably avoidable
by consumers themselves and not outweighed by countervailing benefits
to consumers or to competition.1 28 The FTC also has authority to
enforce a variety of laws dealing with personal data, including the Fair
Credit Reporting Act, the Truth in Lending Act, the Children's Online
Privacy Protection Act (COPPA), the Equal Credit Opportunity Act, the
Fair Debt Collection Practices Act, the CAN-SPAM Act, and the
Telemarketing and Consumer Fraud and Abuse Prevention Act.129

The FTC can bring enforcement actions to stop violations of data
security regulations, and it can also obtain civil monetary penalties for
violations of relevant rules and statutes.130 Further, "[w]hile the FTC
does not have criminal jurisdiction, it supports the criminal investigation
and prosecution of identity theft by serving as a clearinghouse for
identity theft complaints, part of the FTC's Consumer Sentinel complaint

123. Anthony & Hoffineister, supra note 92.
124. Id.
125. Identity Theft, FED. TRADE COMM'N, https://www.ftc.gov/news-events/media-

resources/identity-theft-and-data-security (last visited Nov. 17, 2018).
126. FED. TRADE COMM'N, PRIVACY & DATA SECURITY UPDATE: 2017 1 (2017)

https://www.ftc.gov/system/files/documents/reports/privacy-data-security-update-20 17-
overview-commissions-enforcement-policy-initiatives-
consumer/privacyanddata securityupdate_2017.pdf [hereinafter Data Security
Update].

127. Id.; see also 15 U.S.C. § 45 (2006).
128. 15 U.S.C. § 45(n).
129. Data Security Update, supra note 126, at 1.
130. Identity Theft, supra note 125.
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database.,131 It is undisputed that maintaining personal information
without adequate security violates FTC law, and enforcement
mechanisms do exist to limit these infractions.132  However, the
meaningfulness of the FTC's enforcement is a separate issue. Data
breach plaintiffs do not personally recover for the risk of harm they
inevitably face after a cyber-attack, and the monetary fines (if they are
imposed at all) are typically not significant enough to incentivize
companies to better manage their data files. 3 3 Still, FTC enforcement is
meaningful in other ways, particularly in compelling a change in
companies' privacy and cybersecurity protocols.134

"Since 2002, the FTC has brought over 60 cases against companies
that have engaged in unfair or deceptive practices," which have put
consumers' personal data at unreasonable risk.135 The FTC's regulation
of data security as an unfair practice is relatively new, and legal
precedent is scarce.36 Although the FTC has been successful in its
enforcement actions, the agency has faced resistance with regard to its
authority to regulate inadequate information security as an unfair
practice.137 Recently, two companies, Wyndham Worldwide Corporation
and LabMD, declined to settle FTC's claims and challenged the agency's
authority in this area.138

1. Federal Trade Commission v. Wyndham Worldwide Corporation

In 2014, the FTC brought an action against the hotel chain Wyndham
Worldwide Corp., claiming that Wyndham violated section 5(a) of the
FTCA, which prohibits "'acts or practices in or affecting commerce' that

131. Id.
132. See generally Daniel J. Solove & Woodrow Hartzog, The FTC and the New

Common Law of Privacy, 114 CoLUM. L. REV. 583 (2014) (describing numerous
instances of violations for inadequate security and enforcement mechanisms); Data
Security Update, supra note 126, at 2-10.

133. See id. at 612
In most instances (particularly those not involving a separate
allegation of a statutory violation), companies pay nothing in
response to a violation. In cases where companies might have to pay
money in response to a violation, the companies that have settled
with the FTC likely pay less than those that do not respond to the
complaint and are subjected to a default judgment.

134. Id. at 614-15 ("The heart of a privacy-related FTC consent order is the
prohibition on future wrongful activities.").

135. Data Security Update, supra note 126, at 4.
136. Solove & Hartzog, supra note 132, at 585 (indicating that "[d]espite over fifteen

years of FTC enforcement, there are hardly any judicial decisions to show for it").
137. See infra Section 111B. 1, Ifl.B.2.
138. Solove & Hartzog, supra note 132, at 611.
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are 'unfair' or 'deceptive.""39 Specifically, the FTC alleged that, since
April 2008, Wyndham had "failed to provide reasonable and appropriate
security for the personal information collected and maintained by Hotels
and Resorts, Hotel Management, and the Wyndham-branded hotels.' 14

This failure resulted in exposure of consumers' personal data and
unauthorized access and theft of information on three separate
occasions.141 The FTC argued that the exposure "caused and is likely to
cause substantial consumer injury, including financial injury, to
consumers and businesses."142 As a result, the FTC sought a permanent
injunction to prevent future violations of the FTCA.14 3

Wyndham moved to dismiss both the unfair practice and the
deceptive practice claims, challenging the FTC's authority to generally
establish data security standards and practices for the private sector under
section 5.144 Wyndham argued that Congress did not delegate such
authority to the agency and has passed targeted data security legislation,
such as the FCRA, GLBA, or COPPA, which authorize particular
"agencies to establish minimum data security standards in narrow sectors
of the economy."

1 45

The court disagreed, finding that Wyndham failed "to explain how
the FTC's unfairness authority over data security would lead to a result
that is incompatible with more recent legislation and thus would 'plainly
contradict congressional policy.' ' 146 The court reasoned that the statutes
identified by Wyndham grant the FTC additional enforcement tools, and
"the FTC's unfairness authority over data security can coexist with the
existing data-security regulatory scheme."'147

While the court made it clear that its decision "[did] not give the
FTC a blank check to sustain a lawsuit against every business that has
been hacked," it proceeded to deny Wyndham's motion to dismiss.48

Wyndham appealed, and the Third Circuit Court of Appeals affirmed the
district court, yielding the first binding appellate court decision to

139. 15 U.S.C. § 45 (2005); Fed. Trade Comm'n v. Wyndham Worldwide Corp., 10 F.
Supp. 3d 602, 607 (D.N.J. 2014).

140. Wyndham, F. Supp. 3d at 608.
141. Id.
142. Id. at 609.
143. Id.
144. Id. at 607.
145. Id. at 610-11.
146. Id. at 612.
147. Id. at 613.
148. Id. at 610.
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recognize the FTC's authority to regulate inadequate data security as an
unfair practice. 

149

2. LabMD, Inc. v. Federal Trade Commission

The second company to challenge the FTC's unfairness authority
with regard to data security was LabMD, a clinical testing laboratory.
The FTC pointed to two security failures and alleged that LabMD's
failure to employ reasonable and appropriate security measures to
prevent unauthorized access to consumers' personal information caused
or is likely to cause substantial consumer injury.151 These failures, the
FTC argued, constituted unfair practices under section 5(a) of the
FTCA.

152

The first security incident involved a third party informing LabMD
that it found sensitive personal information belonging to the company's
consumers on a file sharing network called LimeWire, making the data
accessible to users of that application.153 The second incident involved
the Sacramento California Police Department's discovery of LabMD
documents in the possession of an individual suspected of utility billing
theft. 154 The documents contained names and social security numbers of
some 600 consumers, among other information.155

The Administrative Law Judge (ALJ) dismissed. the complaint,
holding that the FTC did not meet its burden of proof to show that
LabMD's failure to employ reasonable data security constitutes an unfair
trade practice under the FTCA.156 The ALJ held that the FTC did not
provide sufficient evidence to show that the exposure of the data resulted
in any substantial harm.157 Regarding the documents found by
Sacramento Police, the ALJ held that there was an insufficient causal

149. Id. at 612-616; Fed. Trade Comm'n v. Wyndham Worldwide Corp., 799 F.3d 236
(3d Cir. 2015).

150. In re LabMD Inc., No. 9357, 2015 FTC LEXIS 272 (F.T.C. Nov. 13, 2015),
vacated,
2016 FTC LEXIS 128 (F.T.C. July 28, 2016); LabMD, Inc. v. Fed. Trade Comm'n, No.
16-16270- D, 678 F. App'x 816 (11th Cir. Nov. 10, 2016) (granting stay while LabMD
appeals).

151. LabMD Inc., 2015 FTC LEXIS 272, at *1-4.
152. Id. at * 1, *4.
153. Id. at *2-3.
154. Id. at *76-78.
155. Id.
156. In re LabMD Inc., No. 9357, 2015 LEXIS 272, at *25-28 (F.T.C. Nov. 13, 2015).
157. Id.
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connection between the theft and LabMD's failure to reasonably
safeguard its electronic files.158

The FTC reversed the AL's decision, finding that the "ALJ applied
the wrong legal standard for unfairness" and that LabMD's security
practices were indeed unreasonable, "lacking even basic precautions to
protect the sensitive consumer information maintained on its computer
system.1 59 The FTC entered an order requiring LabMD to notify the
affected consumers and implement a data security program to better
protect the personal consumer information in its electronic files.161

LabMD appealed the Final Order and sought a stay pending review.16

The Eleventh Circuit Court of Appeals granted the stay, holding that
there were compelling reasons to suggest that the FTC's interpretation
may not be reasonable.162 The court found that the agency did not point
to any tangible harm, such as identity theft, suffered by consumers, and it
is not clear that intangible harms fall within the interpretation of Section
45(n).163 The appeal remains to be decided on the merits.164

Comparisons between privacy regulation in the United States and the
European Union have often stressed the divergence between the EU's
robust, broad-based informational privacy laws and the U.S.'s
fragmented regulations and hollow standards.165 As FTC privacy
jurisprudence develops, such comparisons need to be re-examined. In
many ways, FTC privacy law fills the gaps left by the patchwork of
legislation presented in response to the growing need for data security
oversight.' 66 Ultimately, the substantive content of the FTC's privacy
regulation system is fairly equivalent to that of the EU's GDPR; both
mechanisms require "appropriate security.' 6 7 The difference, however,
lies in enforceability and remedies-the heart of any regulatory system.

158. Id.
159. In re LabMD, Inc., No. 9357, 2016 FTC LEXIS 128, at *1 (F.T.C. July 28, 2016).
160. Id. at *2.
161. LabMD, Inc. v. FTC, 678 F. App'x 816, 819 (11th Cir. Nov. 10, 2016).
162. Id. at 820.
163. Id.
164. Most recently, the Eleventh Circuit granted LabMD's petition for review and

vacated the Commission's order as unenforceable for lack of specificity. LabMD, Inc. v.
Fed. Trade Comm'n, 891 F.3d 1286 (1 1th Cir. June 6, 2018).

165. See Litman, supra note 75; Solove & Hartzog, supra note 132, at 587; Sullivan,
supra note 72.

166. See Solove & Hartzog, supra note 132, at 587-88.
167. See Fed. Trade Comm'n v. Wyndham Worldwide Corp., 10 F. Supp. 3d 602, 608

(D.N.J. 2014) (reciting the FTC's complaint which alleges failure to provide appropriate
security); infra note 171 at 36 (stating personal data must be "processed in a manner that
ensures appropriate security" in Article 5).
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C. The GDPR Applied to Equifax

The GDPR had no influence on the 2017 Equifax breach, as it was
not enforceable until May 2018;168 however, the Equifax breach presents
an opportunity to examine the regulation and ascertain which articles
would apply and how Equifax would have been affected if it had been
bound by the GDPR. Although the GDPR is a European Union
regulation, it has a global impact, and thus affects U.S. companies as
well. 169 The GDPR applies to organizations outside of the EU if they
"offer goods or services to, or monitor the behaviour of, EU data
subjects. It applies to all companies processing and holding the personal
data of data subjects residing in the European Union, regardless of the
company's location."

' 170

The ninety-nine-article regulation is a "one-stop-shop" mechanism,
which provides specifications and direction regarding nearly every
imaginable aspect of data protection and privacy law.171 While the goal
of this Note is not to analyze the full substance, complexities, and
procedures of this EU law, it is worth looking at some of the key articles
that implicate the data privacy issues that lead to massive data breaches,
such as the Equifax breach. To this end, this Note focuses on select
chapters of the GDPR concerning personal data and consent, security,
notice, implementation, and remedies.

1. Consent

The breadth of personal information that the regulation covers is
impressive. The GDPR defines personal data as "any information
relating to an identified or identifiable natural person ('data subject'). 172

This includes "a name, an identification number, location data, an online
identifier or ... factors specific to the physical, physiological, genetic,
mental, economic, cultural or social identity of that natural person.'' 73

More importantly, the GDPR gives data subjects enormous control over

168. GDPR Portal: Site Overview, supra note 76.
169. Eduardo Ustaran, The True Global Effect of the GDPR, HoGAN LOVELLS (May 3,

2018), https://www.hldataprotection.com/20 18/05/articles/intemational-eu-privacy/the-
true-global-effect-of-the-gdpr/.

170. GDPR FAQs, EU GDPR.oRG, https://www.eugdpr.org/gdpr-faqs.html (last
visited Oct. 14, 2018).

171. Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 on the Protection of Natural Persons with Regard to the Processing of
Personal Data and on the Free Movement of such Data, and Repealing Directive
95/46/EC (General Data Protection Regulation), 2016 O.J. (L 119) 1 [hereinafter GDPR].

172. GDPR, supra note 171, at 33 (defining personal data in Article 4(1)).
173. Id.
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that personal information, as it requires express and intelligible consent
to process personal data and allows individuals to withdraw their consent
at any time.'

74

2. Security

Regarding the security of personal data, the GDPR requires that the
controller and processor175 "implement appropriate technical and
organisational measures to ensure a level of security appropriate to the
risk."' 176 The risk for Equifax, and all other credit reporting agencies, is
understandably great. Rahul Telang, a professor of Information Systems
at Carnegie Mellon University, stated, "You would think that somebody
like Equifax would go above and beyond the standard security
precautions, simply because it's sitting on such valuable pieces of data
and is such an attractive target for hackers." 177 The GDPR ensures that
companies like Equifax exceed the standard security precautions
expected from an average company in the possession of minimal
personally identifying information.178

3. Notice

Equifax waited over a month before notifying consumers that their
identities and personal data may have been compromised.179 Recognizing
the severe harm that delay in notice could have to consumers, the GDPR
requires data processors to notify the controller of any data breaches
within 72 hours.'80 The controller is then required to notify the data

174. Id. at 37 (outlining conditions of consent in Article 7).
175. "'[C]ontroller' means the natural or legal person, public authority, agency or

other body which, alone or jointly with others, determines the purposes and means of the
processing of personal data; when the purposes and means of such processing are
determined by Union or Member State law, the controller or the specific criteria for its
nomination may be provided. for by Union or Member State law.. . '[P]rocessor' means a
natural or legal person, public authority, agency or other body which processes personal
data on behalf of the controller."' Id. at 33 (stating definitions in Article 4 (7) - (8)).

176. Id. at 51 (dictating the security of processing in Article 32).
177. See Elizabeth Weise, How did the Equifax Breach Happen? Here are Some

Answers and Some Questions, USA TODAY (Sept. 12, 2017, 6:08 PM),
https://www.usatoday.com/story/tech/2017/09/12/how-did-equifax-breach-happen-here-
some-answers-and-some-questions/658343001/.

178. See GDPR, supra note 171, at 51-52.
179. Equifax Release, supra note 19.
180. See GDPR, supra note 171, at 52 (describing the notification requirements for a

breach in Article 33).
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subject of the personal data breach without undue delay.'81 The GDPR
imposes severe monetary penalties for the violation of the notice
requirement-penalties that Equifax would have no doubt incurred. 182

4. Implementation

In order to implement the regulations, the GDPR requires each
Member State to "provide for one or more independent public authorities
to be responsible for monitoring the application of [the] [r]egulation."'183

These authorities are to be professionally and financially independent
and are charged with a variety of different tasks including promoting
public awareness, handling complaints, conducting investigations, and
assisting in the drafting of codes of conduct, which are intended to
contribute to the proper application of the regulation, and much more.'84

The authorities are also entrusted with a variety of investigative,
corrective, advisory, and supervisory powers.185

5. Remedies

Finally, the GDPR provides a variety of remedies and stringent
penalties for the violation of its data protection rules.186 In addition to
administrative and judicial remedies, every data subject has the right to
bring a complaint with a supervisory authority.187 Further, "[a]ny person
who has suffered material or non-material damage as a result of an
infringement of this Regulation shall have the right to receive
compensation from the controller or processor for the damage
suffered."'' 88 When imposing administrative fines, consideration is given
to the intentional or negligent character of the infringement, the degree of
responsibility of the controller or processor, the categories of personal
data affected by the infringement, and the manner of notification, among
other things. 89 Infringements of the GDPR provisions can lead to severe

181. Id. at 52 (describing notification to the person whose data was stolen in Article
34).

182. See id. at 82 (imposing fines up to 10,000,000 EUR or 2% of worldwide revenue,
whichever is greater).

183. Id. at 65 (referencing Article 51).
184. Id. at 66, 68 (listing various tasks required of the supervisory authority in Article

57).
185. GDPR, supra note 171, at 69-70 (enumerating powers delegated to the

supervisory authority in Article 58).
186. Id at 80-83.
187. Id. at 80 (expressing a data subject's right to file a complaint in Article 77).
188. Id. at 81 (discussing a right to compensation in Article 82).
189. Id. at 82 (articulating considerations when determining fines in Article 83).
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monetary penalties.190 For the most serious offenses, organizations can
be fined up to 4% of their annual global turnover or 20 million euros,
whichever is higher.1 91 For lesser offenses, the penalty is 2% of the
company's annual global turnover or 10 million euros, whichever is

higher.192 Equifax's operating revenue for 2016 was approximately

$3.145 billion. 193 Under the GDPR, it would have faced a fine of about

$62.9 million for not revealing the data breach sooner.

D. Can Congress Create Standing?: A Spokeo Analysis

The interesting aspect about the Equifax case is that, even if

legislation similar to the GDPR is enacted by Congress to make

negligent data maintenance "illegal," it is not clear whether that

legislation would be of any use to data breach plaintiffs. 194 That is, it is

not clear if Congress can artificially create standing based on risk alone,

through the creation of statutory rights.195 For a plaintiff to have
"standing" to sue, the plaintiff must have suffered a concrete,

particularized injury; that injury must be fairly traceable to the
challenged action; and the injury must be redressable by a favorable
ruling.196 It is clear that injury is a requirement, but what defines injury?
And more importantly for the legal issue addressed by this Note-is the
violation of a statutory right an injury?

The U.S Supreme Court has presented two distinct lines of reasoning

on these questions, which are in tension with one another.197 On the one
hand, there are cases which suggest that Congress can enact statutes that
create legal rights, and the infringement of those rights creates
standing.198 On the other, there are cases which limit the use of statutory

190. See id. at 82-83.
191. GDPR, supra note 171, at 83.
192. Id. at 82. Lesser offenses include companies "not having their records in order

(article 28), not notifying the supervising authority and data subject about a breach or not
conducting an impact assessment." GDPR FAQs, supra note 170.

193. EQUIFAX, 2016 ANNUAL REPORT, 2, https://investor.equifax.com/-/media/Files
/E/Equifax-IR/Annual%20Reports/2016-annual-report.pdf (last visited Oct. 13, 2018).

194. See Heather Elliott, Congress's Inability to Solve Standing Problems, 91 B.U. L.
REv. 159, 161 (2011).

195. Id.; Harold Feld, Saving the Citizen Suit: the Effect of Lujan v. Defenders of
Wildlife and the Role of Citizen Suits in Environmental Enforcement, 19 COLUM. J.
ENVTL. L. 141 (1994).

196. Lujan v. Defenders of Wildlife, 504 U.S. 555, 560-61 (1992).
197. William Baude, Standing in the Shadow of Congress, 2016 SuP. CT. REv. 197

(2017).
198. Id. at 199.
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rights as a basis for standing.199 Litigation of private property rights
against intruders is a very basic example of the former line of
reasoning.200 English and American courts have long permitted suits for
trespass even when there was no damage or injury-in-fact, apart from the
legal injury of trespass.20

1

Further, the Court has explicitly adopted the principle that it is not
necessary to show actual damage when there is a clear violation of a
legal right, even if that right did not exist at common law.20 2 For
example, in Havens Realty v. Coleman, the Court considered the rights of
Sylvia Coleman, a black Fair Housing Act "tester" who had been falsely
told, because of her race, that there were no apartments to rent.20 3 She
sued for the violation of the Fair Housing Act's "steering provisions. '" 20 4

Even though she had no intention of renting from the defendants, the
Court found that she had standing to sue.20 5 The Court explained: "As we
have previously recognized, the actual or threatened injury required by
Art. III may exist solely by virtue of 'statutes creating legal rights, the
invasion of which creates standing.' 20 6

Nevertheless, the Court has also decided cases which implicate the
latter line of reasoning-that a federal court lacks power to hear certain
cases even when Congress has created an enforceable legal right through
statute, which has been violated.207 For example, in Lujan v. Defenders of
Wildlife, an environmental group challenged a procedural defect in the
Endangered Species Act because it violated their rights.20 8 The Court
held that the invasion of the plaintiffs' statutory right was insufficient to
support standing.20 9 Relying on past decisions, the Court explained that
''an injury amounting only to the alleged violation of a right to have the
Government act in accordance with law [is] not judicially cognizable.'21 °

199. Id. at203.
200. Id. at 199-200.
201. Id. at 200.
202. Id.
203. 455 U.S. 363, 373-74 (1982); Baude, supra note 197, at 201 (citing Havens

Realty v. Coleman, 455 U.S. 363, 373-374 (1982)).
204. Id.
205. Id.
206. Id. (quoting Havens Realty, 455 U.S. at 373-374). For other cases that rely on this

Reasoning, see Fed. Election Comm'n v. Akins, 524 U.S. 11 (1998); Trafficante v.
Metro. Life Ins. Co., 409 U.S. 205 (1972); Hardin v. Kentucky Utils. Co., 390 U.S. 1
(1968).

207. Baude, supra note 197, at 204.
208. Lujan v. Defenders of Wildlife, 504 U.S. 555, 558-59 (1992). For other cases

supporting this rationale, see Summers v. Earth Island Inst., 555 U.S. 488 (2009); Raines
v. Byrd, 521 U.S. 811 (1997); Muskrat v. United States, 219 U.S. 346 (1911).

209. Lujan, 504 U.S. at 576-77.
210. Id. at 575.
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A plaintiff may not litigate a generalized complaint against the
government based on harm suffered equally by all citizens; 211 the injury
must be particularized, in addition to being concrete.212 Justice Kennedy
attempted to reconcile the two lines of reasoning in his concurring
opinion:

As Government programs and policies become more complex
and farreaching, we must be sensitive to the articulation of new
rights of action that do not have clear analogs in our common-
law tradition.... In my view, Congress has the power to define
injuries and articulate chains of causation that will give rise to a
case or controversy where none existed before, and I do not read
the Court's opinion to suggest a contrary view.... In exercising
this power, however, Congress must at the very least identify the
injury it seeks to vindicate and relate the injury to the class of
persons entitled to bring suit.213

It is clear through these holdings the Court has created a doctrinal
issue for itself through these holdings. It recently attempted to resolve
this issue in a consumer protection case called Spokeo, Inc. v. Robins, but
the opinion does not provide much clarity for data breach plaintiffs.214

Spokeo operates a "people search engine," which provides personal
information about the subject of the search.215 Spokeo provided an
inaccurate consumer report about the plaintiff, Thomas Robins, in
violation of the Fair Credit Reporting Act.216 As discussed above, the
FCRA requires consumer reporting agencies to follow reasonable
procedures to assure accuracy of consumer reports and imposes liability

217
on those who fail to comply with the Act's requirements. When
Robins learned about the inaccuracies,218 he filed a complaint on his own
behalf, as well as on behalf of a class, alleging a violation of the

FEN 2 19

FCRA.21

211. Id. at 574-577.
212. Id. at 560.
213. Id. at 580 (Kennedy, J., concurring in part and concurring in the judgment).
214. Spokeo, Inc. v. Robins, 136 S. Ct. 1540 (2016).
215. Id. at 1543.
216. Id. at 1546.
217. See supra Section III.A.
218. Mr. Robins' profile stated "that he is married, has children, is in his 50's, has a

job, is relatively affluent, and holds a graduate degree. According to Robins' complaint,
all of.this information is incorrect." Spokeo, 136 S. Ct. at 1546.

219. Id.
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The district court dismissed the complaint, finding that Robins had
not properly pled an injury in fact, as required by Article III. 2 ° The
Court of Appeals for the Ninth Circuit reversed, stating that "the
violation of a statutory right is usually a sufficient injury in fact to confer
standing."221 Further, the court held that Spokeo violated Robins'
statutory rights, not just the statutory rights of other people, and this was
sufficient to satisfy the Article III injury-in-fact requirement.222

The Supreme Court found the Ninth Circuit's standing analysis to be
incomplete.223 The Court held that to establish injury-in-fact, a "plaintiff
must show that he suffered 'an invasion of a legally protected interest'
that is 'concrete and particularized' and 'actual or imminent, not
conjectural or hypothetical.'' 224 The Ninth Circuit essentially reasoned
that concreteness and particularity were effectively the same requirement
and concluded that an injury is "concrete" as long as it is (1) an invasion
of a legal right created by Congress, (2) personal, and (3)
individualized.225  The Supreme Court, however, explained that
concreteness is distinct from particularity.226 The observations made by
the Ninth Circuit-namely that Robins alleged "that Spokeo violated his
statutory rights" and that the interests in the handling of his personal
"information are individualized rather than collective "-concern
particularity, not concreteness.227 A concrete injury (which is not
necessarily synonymous with tangibility) must be de facto; that is, it
must actually exist, and be real, not abstract.228 According to the Court,
the Ninth Circuit "elided" the requirement of concreteness.

While the Court acknowledged that in Lujan it stated that Congress
may elevate injuries previously inadequate in law to the status of
concrete, defacto injuries, it clarified in Spokeo that this "does not mean

220. Id.
221. Id. (quoting Robins v. Spokeo, Inc., 742 F.3d 409, 412 (9th Cir. 2014)).
222. Id.
223. See id. at 1548.
224. Spokeo, 136 S. Ct. at 1548 (citing Lujan v. Defenders of Wildlife, 504 U.S. 555,

560 (1992)).
225. Id.; Robins, 742 F.3d at 413-14.
226. Spokeo, Inc. v. Robins, 136 S. Ct. 1540, 1548 (2016). In her dissent, Justice

Ginsburg observed that the Court has "time and again.. .coupled the words
"concrete and particularized." Id. at 1555 (Ginsburg, J., dissenting) (citing as
examples Susan B. Anthony List v. Driehaus, 134 S. Ct. 2334, 2341
(2014); Summers v. Earth Island Inst., 555 U.S. 488, 493 (2009); Sprint Comms.
Co. v. APCC Servs., Inc., 554 U.S. 269, 273-74 (2008); Massachusetts v. Envtl. Prot.
Agency, 549 U.S. 497, 517 (2007)).

227. Spokeo, 136 S. Ct. at 1548.
228. Id. at 1548-49.
229. Id. at 1548.
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that a plaintiff automatically satisfies the injury-in-fact requirement
whenever a statute grants a person a statutory right and purports to
authorize that person to sue to vindicate that right."2 30 Thus, the Court
found that Robins could not allege a bare procedural violation of the
FCRA without demonstrating any concrete harm to satisfy the injury-in-
fact requirement of Article 1.231 The Court explained that some
procedural violations and inaccuracies cause no harm, giving the
example of disseminating an incorrect zip code.232

The Court's zip code example grossly minimizes the inaccuracies in
Robins' report, which encompassed his education, family situation, and
economic status.2 33 Robins asserted that Spokeo erroneously portrayed
him as employed, when he was in fact "out of work" and "actively
seeking employment," which caused "[imminent and ongoing] actual
harm to [his] employment prospects.234 Further, Spokeo's report made
him appear "overqualified for jobs he might have gained, expectant of a
higher salary than employers would be willing to pay, and less mobile
because of family responsibilities.,235 As the dissent argued, it is difficult
to understand how this case could fail to show concrete harm, when
Robins conveyed that Spokeo's misinformation led to actual harm to his
employment prospects-the exact type of harm the FCRA aims to
prevent.236 The Court remanded the case, ordering the Ninth Circuit to
decide "whether the particular procedural violations alleged in this case
entail a degree of risk sufficient to meet the concreteness
requirement.,237 On remand, the appellate court found that the injuries
Robins alleged indeed were indeed sufficiently concrete to establish
standing.238

From a practical perspective, the new ruling makes it more difficult
for data breach plaintiffs to establish standing, as they have to separately
prove "concreteness," which previously seemed to be merged into
"particularity., 239 Unfortunately, the Court offered little guidance as to
which injuries are sufficiently concrete, but it did recognize that the risk
of real harm can, in certain cases, satisfy the requirement of

230. Id. at 1549.
231. Id.
232. Spokeo, 136 S. Ct. at 1550.
233. See supra note 221.
234. Spokeo, 136 S. Ct. at 1554.
235. Id.
236. Id. at 1556.
237. Id. at 1550.
238. Robins v. Spokeo, Inc., 867 F.3d 1108, 1117 (9th Cir. 2017).
239. See Spokeo, 136 S. Ct. 1540.
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240concreteness. So, are consumers at imminent risk of concrete harm if
their personally identifying information is exposed by a data breach? For
now, the answer will depend on where the suit takes place.24' While there
is room for plaintiffs to move forward post-Spokeo, they will continue to
face inconsistent interpretations from lower courts without a definitive
Supreme Court decision, indicating that the risk of harm caused by data
breaches is sufficiently concrete to establish standing.

IV. CONCLUSION

The recent Equifax data breach has brought cybersecurity and
privacy law into the spotlight. Data breaches will not cease; however,
steps can certainly be taken to try to prevent them from happening and
minimize the damages when they do occur.242 Congress needs to
acknowledge the severity of the issue and take affirmative action to
better safeguard Americans' sensitive data. Fortunately, the FTC has
asserted a dominant role in data security regulation, and, while the
agency's influence may not be as extensive as the issue demands, the
impact of its regulations does not go unnoticed.243

Of course, data breaches and identity theft are not confined to the
United States. The EU has set a powerful example for the world through
the GDPR, and U.S. organizations will be forced to comply if they want
to continue to do business with EU residents.244 Through the
implementation of this regulation, U.S. companies doing business with
the EU will-albeit grudgingly-adapt to the stringent new standards.
Other companies may feel the need to follow suit so as to not lose
customers or fall behind emerging standards, and meaningful data
protection will, perhaps, become a norm. Until then, data breach
plaintiffs and their attorneys will have to continue to search for
alternative enforcement mechanisms and craft creative arguments to
show the constitutional requirement of injury-in-fact.

240. Id. at 1549.
241. See supra note 46 and accompanying text.
242. See Cyber Incidents & Breach Trends Report, THE INTERNET SOCIETY (Jan. 25,

2018),
https://otalliance.org/system/files/files/initiative/documents/ota -cyber-incident-trends-re
port jan20l8.pdf (stating that 93% of the breaches in 2017 could have been prevented).

243. See supra Section III.B.
244. See GDPR, supra note 171, at 5 (setting out the principal that EU citizens should

not be deprived of the protection to which they are entitled to under the GDPR in Recital
23); supra Section III.C.
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